I'ocynapcrBenHoOe 0101:KeTHOE I0IIKOIbHOE 00pa30BaTeIbHOE YUPeKICHUE
LenTp pasBuTus pebeHka - nerckuii cag Ne 89
KpacnorBapaeiickoro paiiona Cankr-Ilerepoypra

MPUHATO YTBEPXKJIEHO
Pemenunem OOuiero codpanust paboTHUKOB

I'BIOY LIPP nerckuii cax Ne 89 [Mpukazom Ne 45/23-ox
Kpacnorsapaeiickoro paitona CI16

«30» aBrycra 2023 . «30» aBrycra 2023 .
[TpoToxos Ne 1

YUTEHO

MHeHne CoBeTa poauTeNnen
I'BAOY PP nerckwuii cag Ne 89
Kpacnorsapaeiickoro paitona CI16
«30» aBrycra 2023 .

[Ipotokos Ne 1

MNOJUTHUKA
OB UH®OPMAIIMOHHOM BE3OITACHOCTH
roCcy/IapCTBEHHOI0 OK/IKETHOI'0 T0LIKOJbHOI0 00pa30BaTeIbHOI0 YUpeKIeHUs
ILlenTpa pa3BuTus pedeHKa - 1eTcKkoro caga Ne 89

Kpacunorsapaeiickoro paiiona Cankr-Ilerepoypra

COI'JTIACOBAHO

[Ipencenarens 11K

I'BAOY PP nerckmii cam Ne 89

Kpacnorsapgeiickoro paitona CI16
HBanosa E.B.

«30» aBrycra 2023 .

[Tpotokon Ne 1

Cankr-IlerepOypr
2023



COJIEP)KAHUE

TEPMUHBI M OTIPEIIEIIEHIS «..ctveeeeeisiteieeeesiteee e s st e e e e skt e e e e skt e e s et e e e e s sat e e e e s e s s e e e e ns b et e e s nsne e e e s nnnns 3
OOO03HAUCHUS M COKPATIICHIS . ... vveesteeeaeteeessseaesstseeasseeeasse e e asbe e e as e e as bt e ek b e e e ke e e b bt e e st e e e asb e e e n b e e 5
1 (01030107 (S o 1) (07 X< 507 5 RUUET T 6
2 Henu u 3anaun obecrieyeHUsT THPOPMAILTUOHHOM OEZOTIACHOCTH ......vvvveesvrreeeesnnreeeesnnnneeesnnens 7
3 [IpuHnune! o0ecrieueHUss HHPOPMALMOHHOMOEZOTIACHOCTH «....vvveeerreeeessrreeeessnnneeeesssnneeeesnnens 8
4 OcHoBHBIE TPEOOBAHMSI 10 3AIIUTE HHPOPMALUN OTPAHHUEHHOTO TOCTYIIA ..vvvrvvveeiveeennees 10
5) OcHoBHBIE TpeOOBaHMsI K IpolieccaM obecriedeHnst HHPOPMaITMOHHOWOE30MaCHOCTH........... 12
6 OcHoBHBIE TPeOOBaHMSI K ITPOIIECCaM yITpaBIeHUS HHPOPMAMOHHOMOE30TaCHOCTBIO.......... 17
7 ) ) 110 (502 1 (PO PO PPRRR 190
8 CIHCOK UCTIOTB30BAHHBIX MCTOUHMKOB ... reeeetsrrreeesssnneeeesannneeessasnneeeessssneeesssnnneeeessnnneneenns 201



Ayrentudukanus

bezonacuocTs nHpopManuu

l'ocynapcrBenHas
nHPOpPMAIMOHHAS CHCTEMA

Hoctyn k uHGopmanuu
HocTynmHoCTh

3amura nHGOpMaII
OT HECAHKIIMOHUPOBAHHOTO
J0CTyTa

3amuniaemasi “HGOpMarus

Nnentuduxarnus

Nndopmannonnas cucrema

NudopmanronHsie pecypcsl

Nudopmanrionusie
TEXHOJIOTUU

Nudopmanus

KoHnTponupyemas 30Ha

KoudunennuansHoCTh

O6paboTka nepcoHaIbHBIX
JTaHHBIX

TEPMUWHBI U ONPEJAEJEHUA

JlelicTBUS TO TPOBEpKE MOJIMHHOCTH CyOBEKTa JOCTyma
B MH(POPMALIMOHHOH cUCTEME

CocrosiHue  3alIMIIEHHOCTH  HMH(OpPMAIHH,
obecriedeHbl  ee  KOH(HIECHIIMAIBHOCTD,
U LIEJIOCTHOCTh

HNudopmanmonnas cucrema, co3aaBaeMas B LEISIX pPeaTn3aiun
MOJIHOMOYUI roCy/1apCTBEHHBIX OpraHoB
U obecrieueHuss oOMeHa uHpOpManMeld MEXAY OSTUMHU
OpraHamMy, a TaKK€ B HMHBIX YCTaHOBJICHHBIX (erepaTbHbIMU
3aKOHAMHM LIETISX

Bo3moxkHOCT nostyyeHust THPOPMaLIUU U €€ UCII0JIb30BAHUS

Cocrosinue uH(pOpPMALUM, XapaKTEPU3YEeMOE CIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M HWHGOPMANMOHHBIX TEXHOJIOTHH
obecrieunBaTh OECTPENSATCTBEHHBIM JOCTYN K HWH(pOpMaLuu
CyOBEKTOB, UMEIOIIUX HA 3TO NOJTHOMOYHMS

3amura uHbOPMAIMK, HANpaBJCHHAs Ha TMPEAOTBpAIICHUE
MOJIyYEHHUsl 3alIMIaeMoi HH(POPMAIUK 3aWHTEPECOBAHHBIMU
CyObeKTaMHu C HapyIICHHEM YCTaHOBJICHHBIX HOPMAaTHBHBIMHU
U TpaBOBBIMU JOKYMEHTaMH (aKkTamH) WU o0iagaTensiMu
nHbOpMAIlMM TIPaB WM TPaBHJ pasrpaHUUEHHs OCTyMa
K 3alunaeMoi nHpopMaImu

IpU KOTOPOM
JOCTYITHOCTh

Nudopmanusi, sBIAOMAsCS TPEIMETOM  COOCTBEHHOCTH
U TIOJJIe)KaIIasi 3allluTe B COOTBETCTBUU C TPEOOBAHUSIMHU
NIPaBOBBIX JOKYMEHTOB WA TpeOOBaHUSIMH,
yCTaHaBJIMBAEMBIMHU COOCTBEHHUKOM HH(POPMAIIHH
[IpucBoenue cyOBbeKTaM " o0beKTam JIOCTyTa
uneHTuuKaTopa W (WIM) CpPaBHEHHE TMPEIbSIBIIEMOTO
UICHTH(PHUKATOPA C TepeyHeM TPUCBOCHHBIX
UJICHTH(QHUKATOPOB

COBOKYITHOCTh coJieprKaleiicsi B 0a3zax NaHHBIX MHPOpPMAIUU
u obecrieunBarOMX e¢  00pabOTKy  MH(OPMAIMOHHBIX
TEXHOJIOTUH U TEXHHYECKUX CPEICTB

OTnenbHbIE TOKYMEHTHI M OTIENIbHBICE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTHI ¥  MAacCHBBI  JOKYMEHTOB,  COJIEp KaIluecs
B MHPOPMAIIMOHHBIX ~ cHcTeMax (OMOIMOTeKax, apXxuBax,
doHax, OaHKaX JaHHBIX, THPOPMAIIMOHHBIX CHCTEMaX JAPYTUX
BHJIOB)

[Iponecchl, MeTonbpl ToOMCKa, cOopa, XpaHEeHHs, 00pabOTKH,
NPEJOCTABJICHUS, PACIPOCTPaHEHHU WH(POPMAIIMK U CIIOCOOBI
OCYIIECTBIICHHS TAKUX MTPOLIECCOB U METOJIOB

Cenenus (coobmenus, JTAaHHBIE) HE3aBUCUMO
OT (hopMBI UX TIPEICTABICHUS
[IpoctpancTBo  (TeppUTOpHs, 34aHUE, YaCTh  3JaHUS),

B KOTOPOM HCKITFOYEHO HEKOHTPOJIMPyeMOe MpeObIBaHUE JIHII,
HEC UMEIOIIUX TOCTOSHHOTO WM  Pa30BOro  JIOMYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

OO0si3arenbHOE JUTS BBITIOJTHEHUS JIUIIOM, MTOJIYYHBIIAM JOCTYII
K omnpenesieHHOW wuHMopMaIu, TpeOOoBaHHE HE TMepelaBaTh
TaKyl0 HWHQPOpPMAIMIO TPETHHM JIMIIAM 0€3  COIJIacus
ee oOamarens

JleiicTBus (ormepannu) ¢ MEPCOHANIBHBIMUA JTAHHBIMH, BKIFOUAs
cOOp, CHUCTeMaTU3aIMi0, HAKOIUICHHWE, XPaHEHHE, YTOYHCHHUE
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Omnepatop

[TepconanbHbIE TaHHBIE

Yrpo3a 6e3o0macHoCTH
uHpOpMAIUH

VYa93BUMOCTD

IlenocTtHOCTH

(oOHOBJIEHNE, U3MEHEHHUE), UCIIOJIB30BAHNE, PACIPOCTPAHEHUE
(BTOM uyumcie mepenady), oOe3NTMUYMBAHHE, OJIOKHPOBAHHE,
YHUYTOKECHHE TIEPCOHAIBHBIX JTAHHBIX

TPOKIAHUH WIM  IOPUAMYECKOE JIMLO, OCYHIECTBIIAIOIINE
JEATeNbHOCTh 0 3KCIUTyaTallud MH(POPMALUOHHOW CHUCTEMBI,
B TOM 4Hclie 1Mo 00paboTke wuHpOpMamU, coaepiKamencs
B e 0a3ax JaHHBIX

JIrobast mHpOpMALMS, OTHOCSINASACS K TMPSMO HIM KOCBEHHO
OTIPEJEIIEHHOMY WJIN ONpeensieMoMy GU3NUECKOMY JIUILY
CoBOKYNHOCTh ~ yCIOBMM M (PAKTOpPOB,  CO3JArOIIMUX
NOTEHINATLHYIO Wi peasibHO CYLIECTBYIOLIYIO
OTIaCHOCTb, CBSI3aHHYIO C YTEUKOU uHpOpMaIUU
W/WIIM HECAHKIIMOHUPOBAaHHBIMU /WM HENpeAHAMEPEHHBIMU
BO3JICUCTBUSIMU Ha Hee

HenocraTox (cmabocTh) MIPOrPaMMHOTO
(IporpaMMHO-TEXHUYECKOTO0) CPEICTBA WU NMH(DOPMALMOHHON
CUCTEMBl B II€JIOM, KOTOPBIM (KOTOpas) MOXKET OBbITh
WCIIOJIb30BaHAa  JUIsl  peaju3allid  yrpo3  0e30MacHOCTH
nHpopmanuu

YcroitunBocTh MHGOpMAMM K  HECAaHKIIMOHUPOBAHHOMY
WJIM ClTy4ailHOMY BO3/IEMCTBHIO Ha Hee B Mpoliecce 00paboTKu
TEXHUYECKUMHU CpEACTBAMM, PE3YJIbTaTOM KOTOPOTO MOXKET
OBITh YHUUTOXKEHUE U UCKAKEHNE HHPOPMAIUH



OBO3HAYEHUSA U COKPAILIEHUA

I'OCT PD — TI'ocynapcrBennsiii crannapt Poccutickoit @enepanyuun

I'BAOY UPP nerckuii cax — I'BAOY LIPP n/c Ne 89

Ne 89

Kpacnorsapaerickoro

paiiona CaHKT-

[lerepOypra

®CBb Poccun — OenepanbHas ciryx0a 6e3omacHocTu Poccuiickoit @enepanumn
OCTIK Poccun — OenepalibHas CTYk0a 10 TEXHUIECKOMY U SKCITIOPTHOMY KOHTPOJTIO



1 OBIIMEIIOJIOXKEHUSA

Hacrosmas [lonutrka sSBiaseTcs JOKYMEHTOM, ONPEIEIISIONUM HalPaBICHUS ACSITEIbHOCTH
B o0Omactu obOecrieueHuss WHPOPMAIMOHHON  O€30MAacHOCTH W TPEACTaBIsAeT OO0
CHCTEMaTH3MPOBAHHOE M3JIOKEHHE 1esIel U 3a]1a4 MH()OPMAIIMOHHON 0€30MaCHOCTH, KaK OJIHO WJIH
HECKOJIbKO IPaBWJI, MPOLEAYP, NPAKTUYECKUX IPUEMOB M PYKOBOJAAIIUX IMPUHLHUIIOB, KOTOPHIMU
pykoBojacTtByercss BAOY UPP a/c Ne 89, a TakkKe OpPraHM3allMOHHBIX, TEXHOJIOTHYECKUX U
MIPOLIEYPHBIX ACMIEKTOB 0OecIeueHIsI HHPOPMAITMOHHON 0€30TTacHOCTH.

[Tonoxxenust  Hacrosimedt  [loauTukM  HE  pacHmpoCTpaHsAIOTCS  Ha  oOecrieueHue
MH(GOPMAIIMOHHOM 0€30MMaCHOCTH CBEJICHUH, COCTABISIONINX FOCYIAPCTBEHHYIO TalHY.

OcHoBHOM 3amadeil B oOmactu WHPOpPMAIMOHHON OezomacHoctu BAOY LPP a/c Ne 89
MPU3HAET COBEPIIEHCTBOBAHWE Mep U CpeICTB oOecrneueHus 3alluThl  MHGOpMaluu
nH(pOpMaLMOHHBIX pecypcoB BAOY LUPP a/c Ne 89 B KOHTEKCTE Pa3BUTHs 3aKOHOJATENbCTBA
Poccuiickoit denepaniuy U HOPM PErylIUpOBaHUS MH(POPMALMOHHOW JEATENbHOCTH B TEKYIIHUX
YCIOBUAX (PYHKIIMOHUPOBAHUS MH(DOPMALIMOHHOTO TOJIS.

[Ipu pa3paborke [IoIUTUKM yUUTHIBAINCh OCHOBHBIE MPUHIUIIBI CO3JaHUSI CUCTEM 3alllUThI
nH(pOpMallUY,  XapakTEepPUCTUKU U BO3MOXKHOCTH  OPraHU3AIMOHHO-TEXHHYECKHX  MEp
Y COBPEMEHHBIX MPOTPAMMHBIX U aIlllapaTHO-MPOrPaMMHBIX CPEJCTB 3aIUTH HHPOPMAITIH.

B pamkax cBoeil pgestenbHOocTH [BAOY UPP a/c Ne 89 00s3yercs MpearpUHUMATh
BCE BO3MOKHBIE MEPBI JUTsl 3aIUTHI HH(OPMALIUK OT Yrpo3 06e30MacHOCTH HHPOPMAIUK.

TpeGoBarusi WHPOPMAIMOHHOW OE30MACHOCTH, COOTBETCTBYIOT WEISM JIESITEIbHOCTH
reA0Y LPP a/c Ne 89 M mpeIHa3HA4YEHBI JUIsl CHIDKEHHSI PUCKOB, CBA3AHHBIX C pealu3aluei yrpos
0€30MacHOCTH UH(OPMALIHH.

[Tonutka noctymHa BceMm pabGoTHHKaMm [BA0Y UPP a/c Ne 89 M BCEM MOJB30BATEIsAM
€ro pecypcos.



2 TIEJIA U 3AJIAYHA OBECIIEYEHUS TH®OPMAIIMOHHOMN BE3OITACHOCTHA

Cy0bexThl HH(POPMALMOHHBIN OTHOLICHHU I

CybObexkramMu mpu oOecrieueHUH HHPOpPMAIMOHHOW Oe3omacHocTH B [BA0Y LPP a/c Ne 89
SIBJISIFOTCSL

PabOTHUKHU CTPYKTYPHBIX HOJIpa3aeieHUll (B TOM YKCIIE YBOJICHHBIE);

rpaxaaHe, paboTaromue Mo JOTOBOpaM I'PpaXkIaHCKO-TIPABOBOTO XapaKTepa;

¢u3nveckue WA, MPEACTABUTEIN KOHTPAareHTOB B paMKaX MCIIOJHEHHS JOTOBOPHBIX
00513aTEINBLCTB;

IOpUAMYECKUE JIMIIA, B paMKax MCIIOJHEHUS JOTOBOPHBIX 00513aTENbCTB UM BO HUCIIOJHEHUU
TpeOOBaHUI CO CTOPOHBI 3aKOHOMaTeNbcTBA Poccuiickoit Deneparui;

Oprasbl TOCYJJapCTBEHHOH BJIaCTH.

O0beKkThl HHPOPMALIMOHHBIX OTHOIICHU

O6bexkTamMy HH()OPMALIMOHHBIX OTHOIIEHUH SBJISIOTCS:

nH(popmalnoHHbIE pecypchl IBA0Y LPP a/c Ne 89;

npoueccel 00paboTku MH(pOpMaluu B MHPOPMALMOHHBIX cucTteMax BA0OY LPP a/c Ne 89,
MH(OPMAaLlMOHHBIE TEXHOJIOTUH, PErjJaMeHThl U Mpolenypbl cbopa, 00pabOTKH, XpaHEHHUS
U nepenadu nHhopManuu;

uHpopmaloHHas HWHPPACTPYKTYypa, BKIIOYAIONIAas CHUCTEMbl OOpaOOTKH, XpaHEHHs
U aHaiu3a uHGOpMalW{, MPOTpaMMHBIE U MPOrpaMMHO-alIapaTHbIE CPEICTBA, B TOM YHCIE
KaHaJbl CBSI3U U TEJIEKOMMYHUKAIIUU;

CHCTEMBI U CPEJCTBA 3aIUThl HH(POPMALIUK, OOBEKTHI U MOMEILEHHUS, B KOTOPBIX pa3MelIeHbI
cpeacTtBa 00pabOTKH HHPOPMAITIH.

esn o0ecnieyeHust UHGOPMALMOHHOM 0€30MTACHOCTH

OcHoBHOH T11eNBbIO0 OOecrieueHuss WHMOpPMAIMOHHOW Oe3omacHocTH BAOY LPP a/c Ne 89
ABJIIOTCSL JICUCTBHSI HAIPABICHHBIE HA JOCTH)KEHHE 3allUThl CYOBEKTOB HWH()OPMAIIMOHHBIX
OTHOILIEHUH OT BO3MO>KHOT'O HAHECEHUS UM MaTepPHAIIbHOT0, (PU3NYECKOT0, MOPATBHOTO MJIM HHOTO
yuiep6a, MOCPEICTBOM CIy4alHOTO WJIM MpEeIHAaMEPEeHHOTO BO3JACHCTBUSA Ha HH(OpPMAIHMIO,
B TOM YHCIJIE:

COONIIOJICHUs] TPABOBOIO pEKMMa HCMOJIb30BaHUS MAacCUBOB U CpPEACTB  00pabOTKH
nHpopMmaluu;

IPEJOTBpAIllEHUs] peau3alu yrpo3 ©0e30MacHOCTH MHGOPMALMUIIPU  OCYLIECTBICHUH
JnesaTenbHocTH F6A0Y LIPP a/c Ne 89,

3anayu odecnevyeHuss MHPOPMAIMOHHON 0€30IIACHOCTH

JocTwkenue 1eneil odecrnedenns HHPOPMALMOHHON 0€30I1aCHOCTH M CBOMCTB MH(pOpMALIUY,
r6A0Y LPP a/c Ne 89 pemiaercst ClIeAyOIMUMHU 3aa4aMu:

3aLIUTHI OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MH()OPMAIIMOHHBIM pPecypcaM;

pasrpaHMueHMsl I0CTyla Mojb3oBareied K HHPOPMAllMOHHBIM, allapaTHbIM, IPOrPaMMHbBIM
U UHBIM pecypcam;

perucTpanyy M MEepUOJUYECKOr0 KOHTpOJIA JeMcTBUN moJb3oBaTened npu o0paboTke
3anuIaeMon HHGopMauy 1 NepuoJMUECKUil KOHTPOJIb KOPPEKTHOCTH UX ACHCTBU;

KOHTpPOJISl LIEJIOCTHOCTH CpElIbl HCIIOJHEHUS NpOTpaMM M €€ BOCCTAHOBJIEHHE B Cllydae
HapyIICHHUS,

ofOecrieyeHUs ayTeHTHM(PUKALMKM W WASHTUQHUKALMK  TOJIb30BaTeNel, y4acTBYIOLIUX
B MH(OPMALIMOHHOM 0OMEHe;

o0ecrieueHus HCIIPABHOCTHU IIPUMEHSEMBIX B MH(POPMALIMOHHBIX cUcTemMax
r6A0Y LPP a/c Ne 89 cpeacTB 3allUThI HH(l)opMauI/H/I;

CBOEBPEMEHHOTO BBISIBIIEHUE HCTOYHMKOB Yrpo3 0€30MacHOCTH HWH(POPMALUHU, HPUYUH
U YCIOBHUH, CHOCOOCTBYIOIIMX  HAHECEHHIO  yllep0da  3aMHTEPECOBAHHBIM  CyObEKTaM
MH(OPMAIMOHHBIX OTHOLICHUH;

CO3/1aHUeM CIy)kKObl MOHMUTOPHHIA M PEarMpOBaHUS HA yrpo3bl 0€30MacHOCTU HH(pOpMaLUU
U HETaTUBHBIE MOCIEICTBHUSA;

CO3/IaHMEeM yCJIOBUH s MHUHUMM3AIMM HAHOCHMOTO  yiiepba HempaBOMEpPHBIMU
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JNCUCTBUSIMH, M YCTPaHEHHE TMOCIEACTBUM HapyleHus WH(POPMAIMOHHON O0€30MacHOCTH B
Komurer.

Pemenne BeimenepeuucnenHsix 3agad B ['BJJOY PP nm/c Ne 89 ocymectBusiercs
IIOCPEJCTBOM:

ydeTa BCeX MOJIeKAIINX 3aUTe HHPOPMALIMOHHBIX PECYPCOB;

KYpPHAITMPOBAHUS JCUCTBUH IMEPCOHAIIA, OCYIIECTBIIIONIETO 00CTY)KHBaHUE U MOAU(PUKALINIO
MIPOTPAaMMHBIX M TIPOTPaMMHO-ANIIAPATHBIX CPEICTB HHPOPMAITMOHHBIX CUCTEM;

perimaMeHTanMM  mpoleccoB  00pa®oTku  mHpOpManuu, — AEHCTBHH  PabOTHHKOB

reaoy LPP a/c Ne 89, OCYILECTBJIAIONIUX SKCILTyaTauio IporpaMMHBIX
" IIpOrpaMMHO-aIIIapaTHbIX CpEICTB, Ha OCHOBE YTBEPKICHHBIX
OpraHU3aIMOHHO-PACTIOPSAIUTEIHLHBIX JJOKYMEHTOB 10 3aIlUTe HHPOPMAIUH;

Ha3HAYCHU A U MOJATOTOBKOM pabOTHHKOB, OTBETCTBECHHBIX 3a

OpraHM3aIMIONOCYIIECTBIEHUEMEPOIpUITHIIIO0OecTieueHuIOnH hopManimoHHoiOe3onacHocTUB Ko
MUTET;

HaJeeHUs] KaXJ0ro paOOTHMKa MHUHHUMAaJIbHO HEOOXOJMMBIMHM TIpaBaMU MpuU padoTe
B MH(OpMALMOHHON MH(PPACTPYKTYPE COTIIACHO UX TOJKHOCTHBIM 00SI3aHHOCTSIM;

coOJTI0/IeHUs] BCEMU PaOOTHUKAMU, SKCIUTYaTUPYIOIIUMH U 00CTYKHUBAIOIIUMHU MIPOTPaMMHBIE
W TpOrpaMMHO-aIlapaTHBIE  CPEACTBa, TPEOOBAHWN  OPraHU3aANUOHHO-PACTIOPSTUTEITHHBIX
JOKYMEHTOB 10 BoIpocam obecrieueHus: THPOPMAIIMOHHOM 0€30MacHOCTH;

MEePCOHATBHONW OTBETCTBEHHOCTHIO KAXKJIOTO PAa0OTHHKA 3a CBOM JCHCTBHSA, Y4aCTBYIOIIETO
B paMKax CBOUX (DYHKIMOHAJIbHBIX OOS3aHHOCTEW B IpolleccaXx aBTOMAaTH3WPOBAHHOI 00paboOTKu
“H(pOpMAITUK 1 UMEIOIIIETO TOCTYII K pecypcaM HHPOPMAITMOHHBIX CUCTEM;

peanu3anue TEXHOJIOTHYECKHUX TMPOIEeCcCOB 00pabOTKM HH(OpMAIMU C HCIOJIH30BAHUEM
KOMILJIEKCOB ~ OPraHU3al[MOHHO-TEXHUYECKHX MEp 3alllUThl IporpaMMHOro  oOecredeHus,
MIPOrpaMMHO-aNMapaTHBIX CPEJICTB;

NPUHATHS Mep MO oOecrneueHuIo (U3NYECKOM NENOCTHOCTH MPOrpaMMHO-aIapaTHbIX
CpeICTB MH(MOPMAIMOHHBIX CHUCTEM WU MOJJIEpPKaHUEM HEOOXOAMMOIrO YPOBHS 3allUIICHHOCTH
KOMITIOHEHTOB;

WCIOJIb30BaHUS MPOTPAMMHBIX U IPOrpaMMHO-AIIapaTHBIX CPEACTB 3alllUThl MH(pOpMALUH
oOpabaTeiBacMoM B B40Y LIPP a/c Ne 89 1 aIMUHUCTPATUBHOM MOJACPIKKON UX UCIIOJIH30BAHUSA;

KOHTpOJISL  COOMIOACHMS  MOJIb30BaTeIsIMM  MHGOPMALIMOHHBIX  CUCTEM  TpeOOBaHHIA
1o obecreueHn0 HHPOPMAITMOHHON 0€3011aCHOCTH;

MpoBe/ieHUs aHanu3a Y3PPEKTUBHOCTH MPUHATHIX MEP 3aIIUTHI HUHPOPMAIIUU U TPUMEHSIEMbIX
CpelCcTB 3anuThl HHGopManuu B Fl6A0Y LIPP a/c Ne 89;

pa3paboTKU U pealu3alid MPeUIoKEHUH IO COBEPLUICHCTBOBAHMIO CHUCTEM 3allUTHI
nH(popmanuu B Fr6A0Y LIPP a/c Ne 89.

3 NPUHIMUIBI OBECIEYEHUSA NHO®OPMAIIMOHHOM BE3OITACHOCTH

Ob6ecrnieuenre MHGOPMALIMOHHONW 0€30MACHOCTH, TOJDKHO OCYILECTBISTHCS B COOTBETCTBUU
CO CIEAYIOIIMMH OCHOBHBIMU IMPUHIIUTIAMHU:

IIpuHOMI 3aKOHHOCTH

[Tpu BBIOOPE MepompusATHIl TO 3amuTe WHGOPMAIUH, JOHKHO COOMIOAAThCs NEHCTBYIOIIEe
3akoHOAaTenbcTBO Poccuiickoit @eneparuu B chepe 3amuThl HHGOPMAIUH.

Bce paOoTHHKHM IOJKHBI UMETH MpeACTaBiIeHHEe 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIIECHUS
B cdepe 3amutel wuHpopmammu. [IporpamMmHO-ammapaTHbIe CpEACTBA, MPHUMEHSIEMbIE
B I'BAOY IPP n/c Ne 89, nmomkHBI HWMETh COOTBETCTBYIOUIHE JIHUIIEH3UH, OQUIMAIBHO
MpHOOpeTaThCs y MpeACTaBUTENEeH pa3paOOTUYMKOB ITUX CPEICTB WM SBISATHCSA WHTEIIEKTYaTbHOM
cooctBenHocThI0 ['BJIOY LIPP 1/c Ne §9.

IIpyHIUN CHCTEMHOCTH

[Ipu cozmaHuy CUCTEMBI 3alUTHI JOKHBI YUUTHIBATHCS aKTyaldbHBIE YTPO3bl O€30MACHOCTH
uH(popMalUK, BO3MOKHBIE OOBEKTHl W HANpaBleHHS aTaKk Ha HEE CO CTOPOHBI HAPYIIUTEIEH.
Cucrema 3amuThl JODKHA CTPOUTHCS C YYETOM HE TOJBKO HW3BECTHBIX KaHAJIOB YTEUKH



uH(OpPMALIUK, HO U C y4ETOM BO3MOXKHOCTH TOSIBICHHS HOBBIX YSA3BHUMOCTEH B IMPOTPaMMHOM
obecrneveHuN.

IpuHIMI KOMIJIEKCHOCTH

KomMrekcHoe UCTioIh30BaHUE CPEJCTB 3aIIUTHI MH(POPMAIIMU MPEATOIaraeT COrJacoBaHHOE
MIPUMEHECHHE MPU IOCTPOCHUU [EIOCTHOM CHCTEMBI 3aIlIHUTHI, IEPEKPBIBAIOIICH BCE CYIIIECTBCHHBIE
yrpo3sl Oe30macHOCTH WHGOpPMAUHU. 3aliuTa JOJHKHA CTPOUTHCS SIICIOHHPOBaHO. Dusznyeckas
3aIuTa JIOJDKHA 00eCTIeunBaThes (PU3MUSCKUMU CPEICTBAMHU M OPTaHU3AIMOHHBIMUA MEPAMH.

[Tpu mocTpoeHny, BHEAPSHUH M SKCILTyaTAIlUU CUCTEMBI 3aIUThI MH()OPMAIIMHA PYKOBOICTBO
I'BAOY PP n/c Ne 89 oGecrieunBaet yciuoBus s d3pGEKTUBHONW KOOPIMHAIMU JICHCTBUI BCEX
JU11, 00ecIIeYnBaONINX HH()OPMAIMOHHYIO OE30TTACHOCTb.

IpuHIMI CBOEBPEMEHHOCTH

Pa3zpaboTka cucTemsl 3amuThl HHPOPMAITUN JOJDKHA BECTHCH MApaUIeTBHO C Pa3pabOTKON
U WHPOPMAITMOHHOW  CHCTEMBI. OJTO TMO3BOJHT y4eCTh TpeOOBaHUS  OE30MMaCHOCTH
MpU TPOSKTUPOBAHWM APXUTEKTYphl W, B KOHEYHOM cueTe, co3aarh Oonee 3ddexkTuBHBIC
nH()OPMAIMOHHBIE CUCTEMBI, 00JIaAfOIINe JOCTATOUYHBIM YPOBHEM 3alHIICHHOCTH.

IpuHIMI NpeeMCTBEHHOCTH

[TocTosIHHOE COBEpINIEHCTBOBAHHE MEP W CPEACTB 3allUThl WH(OPMAIMU HA OCHOBE
MIPEEMCTBCHHOCTH OpPraHU3aIMOHHBIX M TEXHUYCCKUX PEIICHHH, KaJpOBOTO COCTaBa, aHAJIA3a
(YHKIIMOHUPOBAHUS HH(MOPMAIIMOHHBIX CHUCTEM W CHCTEMBI €€ 3allUThl C Y4eTOM HW3MEHEHUH
B METOJaX W CpeICTBax IiepexBaTa HWH(GOPMAIMH, HOPMATHBHBIX TpPEOOBAHHWH TI0 3alluTe
uH(popMaLnH.

IIpuHOMN 10CTATOYHOCTH

CooTBeTCTBHE YPOBHS 3aTpaT Ha oOecrieueHrne HHPOPMAITMOHHOM 0€301aCHOCTH U IIEHHOCTH
MH(OPMALIMOHHBIX PECYpPCOB Ha BEIUWYMHY BO3MOXHOTO yuiepba OT HX pasrialieHus,
YHUUTOXEHHSI U UCKakeHUusl. Vcronb3yemMble MEphl U CPECTBA 3alllUThl HH(POPMALIUK HE JOJHKHBI
yXyALIaTh 3prOHOMUYECKHE MMOKa3aTeIN KOMIOHEHTOB HH(POPMAIIMOHHBIX CHCTEM.

IIpuHUMI OTBETCTBEHHOCTH

Bo3noxeHne 0TBETCTBEHHOCTH 3a o0ecreueHue 0e301macHOCTH nHOpMaIuy U ee 00paboTKU
Ha KaXJIoro pabOTHHMKAa B Mpejaeiax €ro MoJHOMOYMHA. B COOTBETCTBHM € ATHM MPUHIUIIOM
pacnpezeneHue mpaB U 00sf3aHHOCTEH PaOOTHHKOB CTPOMUTCA TaKUM 00pa3oM, 4TOOBI B ciiydae
J000T0 HapylIeHus ObLT U3BECTEH HAPYIIUTENb.

IIpuHuUN 000CHOBAHHOCTH M TEXHUYECKOH peain3yeMoCTH

NudopmanrioHHble TEXHOIOTHH, IPOrPAMMHBIE U IIPOTPAMMHO-aIIIapaTHbIE CPEJCTBA, MEPHI
3alUThl UHPOPMAIMKM JOJDKHBI OBITh PEalii30BaHbl 10 COBPEMEHHBIM PELICHUSM, 000CHOBAHBI
C TOYKHU 3pEHMsI JOCTHKEHHS 33JJaHHOTO YPOBHS 3allUIIEHHOCTH MH(POPMAIMN U SKOHOMUYECKOM
1enecooOpa3HoCTH, a TaKkKe COOTBETCTBOBATH YCTAHOBJICHHBIM HOpMaM U TpeOOBAaHUSM
1o 6e30macHOCTH HH(POPMAIIHH.

IIpuaoun npogeccuoHaanma

Peanuzanus Mep 3ammThl HHGOPMAIMHM M JKCIUTyaTalusl CPEICTB 3alUThl HHQPOPMAIUH
JOJI’KHA OCYIIECTBIATHCA MPO(PECCUOHAIBHBIMU CIIEUATHCTAMU.

[IpuBneueHue cnenuaTu3uPOBAHHBIX OpraHu3aluil K pa3paboTKe CPEeICTB U peau3aluu Mep
3aIUThl UH()OPMAILIMK, TIOJTOTOBICHHBIX K KOHKPETHOMY BUAY AEATEIBHOCTH MO OOECIEUEHUIO
0€30MacHOCTH MH(POPMAIIMOHHBIX PECYpPCOB, UMEIOIIUX OMBIT MPAKTHUYECKONH pabOThl U JTHIICH3UH
Ha TIPaBO OKa3aHUs YCIYT B 3TOH o0sacTu.

IpyuHIMN MUHUMHU3ALMU NIPUBUJIETHH M0Jb30BaTe el

ObecrieyeHne MoOab30BaTENCH MPUBUICTHIMU MUHUMAIIBHO JOCTATOYHBIMU IS BHITIOTHEHUS
HMMH CBOUX JOJDKHOCTHBIX 00s13aHHOCTel B I'BJIOY LIPP n/c Ne 89.



4  OCHOBHBIE TPEBOBAHMA 110 3AIIUTE UHO®OPMALINU
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3amuThl MHGOPMAIMK JODKHA TPEAyCMATPUBATh KOMIUICKC OpPraHH3aIMOHHBIX,
MPOrPAMMHBIX M TIPOTPAMMHO-AIMAPATHRIX CPEACTB M MEp MO 3amuTe WH(QOPMAIMU B TpoIiecce
ee 00paboTKH.

BrimosiHenue TpeOOBaHUI JOCTUTAETCs 3a CUST peann3aluu Ha oObekTax WH(OpPMATH3AINH
Mep 0 3aIIuTe HHPOPMALIUH:

UICHTH(HUKAIIMY ¥ ayTeHTU(QUKAIHH CYOBEKTOB JOCTYIA U OOBEKTOB JIOCTYIIA;

YIPaBJICHUIO JOCTYIIOM CYOBEKTOB JIOCTyNA K 00BEKTaM JIOCTYIIa;

OTPAaHUYEHUIO MPOTPAMMHOM CPEJIbL;

3alUTe MAIIUHHBIX HOCUTENEH TEPCOHATBHBIX JaHHBIX;

pEerucTpamuu COOBITUIM 0€30MaCHOCTH;

AHTUBHMPYCHOW 3aLIUTE;

0OHAPY>KEHHUIO BTOPKCHHUIA;

KOHTPOJTIO (aHAJIM3Y) 3alTUIIIEHHOCTH MEPCOHATBHBIX JIAHHBIX;

00€CTIeUeHHUIO 1EJIOCTHOCTH HH(POPMAITMOHHON CUCTEMBI M IEPCOHAIBHBIX TAHHBIX;

00€CTIeUeHUIO TOCTYITHOCTH MTEPCOHATBHBIX JTAHHBIX;

3aIUTHI CPEIbl BUPTYATH3allNuH,

3aIUTHl TEXHUYECKUX CPEICTB;

3aIMUTHl KHYOPMAITMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U TIEpeIay JaHHBIX;

BBISIBJICHUIO WHITUICHTOB M pearupoBaHNE HA HUX;

YOpaBiICHUI0 KOHPUTypanmued HWHPOPMAIMOHHOW CHUCTEMbl M CHCTEMBI  3all[UTHI
MEePCOHANTBHBIX JAHHBIX.

I'BAOY PP na/c Ne 89, kak oOmamarens wWHGOPMAIMK OTPAHUYEHHOTO JIOCTYIIA,
IIPHU OCYIIECTBIEHUU CBOMX MPaB 00s513aHO:

coOroAaTh rmpaBa ¥ 3aKOHHbIE MHTEPEChl MHBIX JIMLL;

MPUHUMATh HEOOXO0IMMbIE MEPHI IO 3aIuTe HHPOpMAIUY;

OTpaHMYMBATHh JOCTYNl K HWH(popMmanuu, eciu Takas OOS3aHHOCTh YCTaHOBJIEHA
3akoHoJ1aTesbecTBOM Poccuiickoit denepanui.

B tom umcme T'BJIOY LPP n/c Ne 89, BmpaBe ecam wHHOE HE MNPEAYCMOTPEHO
3aKoHoJ1aTeNbcTBOM Poccuiickoit denepanum:

Pa3zpemars unm orpaHuuMBaTh AOCTYN K MH(QOpPMAIUU, ONPENENATh MOPSAIOK U YCIOBHS
TaKoro JI0CTYIIa;

HCI0JIb30BaTh MH(OPMAILIMIO, B TOM YHCIIE PACIIPOCTPAHSTH €€, 10 CBOEMY YCMOTPEHHUIO;

nepenaBath MHGMOpPMALMIO JAPYIMM JIMIIaM Ha YCTAHOBJIEHHOM 3aKOHOJATEIhCTBOM
Poccuiickoit denepanuu OCHOBAHUH;

3alUIIaTh YCTAaHOBJICHHBIMH 3aKOHOJATeNbCTBOM Poccuiickoit @eaeparuu criocodamu CBOU
mpaBa B clydyae HE3aKOHHOTO MOJy4eHHs MHGOpMAalMU WIM €€ HE3aKOHHOTO HCIIOJIb30BAHUS
MHBIMH JTUIAMU;

OCYILIECTBIISITh MHBIE JEHCTBUS ¢ HMH(OpMaIMeld WM pa3peliaTrh OCYIIECTBICHHUE TaKHX
NeHCTBUM, ecnu OTH JEHCTBUS HE TMpoTUBOpeyar QenepalbHbIM 3aKOHAM U APYTUM
HOPMAaTUBHO-IIPAaBOBBIM akTaMm Poccuiickon denepanuu.

3amuTta UWHGOPMAlMM OTPAHUYEHHOTO JOCTyNa TNPEACTaBIsSeT Cco0OM MpuHATHE
OpraHU3aI[MOHHBIX U TEXHHUECKUX Mep, HAlPaBIECHHBIX Ha!

cobmrofeHne KOH(PUIEHITMAIBHOCTH UHPOpPMAINH (MCKIIOYEHHE HEMPaBOMEPHOTO JOCTYIIA,
KOMUPOBAHUS, IPEIOCTABICHUS HIIM PACIIPOCTPAHEHUs HHPOPMAIIUHN);

obecrneveHne eN0CTHOCTH HHPOpMaIuH (UCKIII0UEHUE HEMPABOMEPHOTO YHUYTOXKEHUS
WA MOJIM(UIMPOBAHUS UHPOPMALIUH);

pealu3anuio TMpaBa Ha JOCTYn K wuHbopManuu (UCKIOYEHHE HEMPaBOMEPHOTO
OJ0KMpPOBaHUS UHPOPMALIUH).

CpenctBa 3amuThl HHPOPMAIHMH BHEAPSIOTCS MO PE3yJbTaTaM MPOBEIECHUS OLIEHKH PUCKOB
MH(POPMALMOHHOM 0€30MacHOCTH.
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Opranun3anus 3alUThl HHPOPMALNHU

[Tpu opranmzanuu B I'BJIOY PP n/c Ne 89 3amutsl uHpOpManuy, ITOHKHBI BRIIOIHITHCS
tpeboBanuss ~ DegepanpHoro 3akoHa OoT 27.07.2006 Nel49-®3 «O6 wumHbpOpmanuy,
MH()OPMAIMOHHBIX TEXHOJOTHSIX M O 3alIuTe WHPOPMALUN», KOTOPBIC PErYIHPYIOT OTHOIICHHS,
CBSI3aHHBIC C YCTAaHOBJICHHMEM, U3MEHEHHEM U IMPEKpalIeHHEM pekuMa oO0pabOTKU 3alluiaeMoin
nHpOpManuu.

BTBAOY LPP n/c Ne 89 momMumo peanu3anydyd OCHOBHBIX MeEp 3alluThl HH(pOpMamu
OCYILIECTBIISIETCSL:

perynsipHasi OIIGHKa W  yIOpaBlIeHHE pHUCKaMH HMH(OPMAIMOHHONH  0e30macHOCTH
B COOTBETCTBUU C YCTAHOBJICHHBIMHU ITPOIEAYPAMHU B OOJIACTH YIIPABIICHUS PUCKAMU;

nH(OPMHUPOBaHHUE, 00yueHue 51 MIOBBIILICHHE KBaJIM(DUKALIUU paboOTHUKOB
KomuteT B chepe napopManiioHHON O€30TIaCHOCTH;

METO/JMYECKas IOMOIIb paboOTHHMKaM B Bompocax obOecreyeHuss UHPOPMAIMOHHON
0e30I1aCHOCTH;

aHaAJIM3 U TTIOUCK BO3MOXKHOCTEH TI0 MOBBIIIEHUIO YPOBHS 3aIIUIIICHHOCTH HH(MOPMAIIHIH.

Jnst opranmzanuu 3amutbl uHGopmaruu, ['BJIOY IPP n/c Ne 89 BmpaBe mnpumeHSATH
CpelncTBa W METOAbl TEXHWYECKOW 3allHThl, MPEANPUHUMATH APyrue, HE MPOTHBOpEYAIIHE
3aKoHOAaTenbCTBY Poccuiickoit @enepannu, MepBI.

B pamkax oOecrnieueHuss 3ammThl HMHPOPMANMHA, B paMKax TPYAOBBIX OTHOIICHHHA
HEOOXOIMMO O3HAKOMHTH TIOJ POCHHCh pPaOOTHUKOB, JOCTYIl KOTOPBIX K HWH(pOpManuu
OTPAaHUYEHHOTO JIOCTYIa, HEOOXOIUM JUIsl BHITIOJTHEHHSI MU CBOMX JOJDKHOCTHBIX 00S3aHHOCTEH,
¢ mepeuyHeM WH(OpPMaIMK OTPaHUYCHHOTO JIOCTYIA, W NMPUHATHIMA B KOMHUTET MepaMu 3amiuThi
nH(popMaIuu.

Oco0eHHOCTH 32U THI EPCOHAIBHBIX JAHHBIX

[Tpu opranuzarmu o6padotku B 'BJIOY LIPP n/c Ne 89 nepcoHanbHBIX JTaHHBIX HEOOXOAMMO
pYKOBOACTBOBaThCs  TpeOoBanusmu  DenmepanmpHoro  3akoHa  0127.07.2006  Nel52-@3
«O mepcoHaNbHBIX JAHHBIX).

[Tepeuens mep, BeimoaHeHue koTopbix obecrieunBaer ['BJIOY LIPP a/c Ne 89 B kauectBe
orepaTopa MepCcoOHANbHBIX JaHHBIX, IOJDKEH BKIIIOYATh:

HazHauenne B ['BJIOY IIPP nm/c Ne 89 oTBeTcTBEHHOro 3a OpraHu3anui 00pabOTKU
MIePCOHAIBHBIX TAHHBIX;

pa3paboTKy JOKYMEHTOB, OIMPEISISIONINX IPaBUia B OTHOIIEHUH 00pabOTKU MEePCOHATbHBIX
nanHeiX B I'BJIOY IIPP n/c Ne 89, nokanbHBIX aKTOB IO BOIpPOCaM OOpaOOTKH MEPCOHATBHBIX
JAHHBIX;

MPUMEHEHHE OPraHU3AIMOHHBIX W TEXHUYECKUX Mep MO0 o00eclneyeHH0 Oe30MacHOCTH
MEePCOHANBHBIX JTAHHBIX B COOTBETCTBHUU CO cTaTheil 19 depepanpHoro 3akona o0127.07.2006
Nel152-D3 «O nepcoHaabHbIX JaHHBIX);

BBITIOJIHEHUE TPEOOBAHUI IO COCTABY M COJEPIKAHUIO OPraHU3AIMOHHBIX U TEXHHUECKUX MEp
o ofecrieueHnto0 0€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX MpU UX 00paboTKe B MH(MOPMALMOHHBIX
CUCTEMax MEepPCOHANIBbHBIX AaHHBIX yTBepkAE€HHBIX [Ipukazom @CTIOK Poccun ot 18.02.2013Ne 21
«O0 yTBepXKIEHUM COCTaBa U COJCPXKAHUS OPraHU3alMOHHBIX W TEXHHYECKUX Mep II0
obecrieueHrnI0 0€30MaCHOCTH TMEPCOHANBHBIX TaHHBIX MPU UX 00paboTke B HMH(DOPMAIMOHHBIX
CUCTEMAaXx MEePCOHAIbHBIX JaHHBIXY;

OIICHKY BpeAa, KOTOpPbI MOXET OBbITh NPUYMHEH CYOBEKTaM TMEePCOHANBHBIX JaHHBIX
B ciywyae Hapymenus OenepanbHoro 3axkoHa Nel52-D3, COOTHOIIEHHE YKa3aHHOTO Bpena
U MPUHUMAEMbIX OIEepaTopoM Mep, HalpaBJICHHBIX Ha oOecleueHNe BHITIOJHEHUs 00sS3aHHOCTEMH,
npenycMoTpeHHbIX DenepanbHbIM 3aKOHOMNe152-D3;

o3Hakomiienue pabotaukoB ['BJIOY LIPP n/c Ne 89, HemocpeACTBEHHO OCYIIECTBIISIOMINX
00paboTKy MepCOHANBHBIX NAHHBIX, C MOJOXKEHUSIMHU 3aKOHOAaTenbcTBa Poccuiickoit deneparuu
O TIepCOHANBHBIX TAHHBIX, B TOM 4YHCJIE€ TPEOOBAHMSMU K 3allUTE IEPCOHATBHBIX IAHHBIX,
nokymeHTtamu, onpenensoomumu tpedoBanus I'BAOY PP n/c Ne 89 B oTHOmeHun oOpaboTKu
MePCOHATBHBIX JAaHHBIX U 00y4YEeHHE, TPH HEOOXOIMMOCTH, YKa3aHHBIX PAOOTHUKOB.
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ObecrieueHre 0€30MACHOCTH NIEPCOHABHBIX JaHHBIX JOCTUTACTCS, B YACTHOCTH:

ONpeNeNIeHneM  yrpo3 W HapymwurTened  Oe30MacHOCTH  HEePCOHANBHBIX  JaHHBIX
pu ux o0paboTke B MHPOPMALMOHHBIX CUCTEMAaX IMEPCOHANBHBIX TAaHHBIX;

OTpENeICHNEM yPOBHS  3allMIICHHOCTH TEPCOHAIBHBIX JAHHBIX B  COOTBETCTBUU
¢ TpeboBanusmu [locranosnenus [IpaBurensctBa Poccuiickoit @eneparuu ot 01.11.2012 Nel119
«O0 yTBepKAEHWU TpPeOOBaHWI K 3alUTe TEPCOHANBHBIX JMJAaHHBIX IpPH WX 00paboTke
B MH(POPMAIMOHHBIX CHCTEMAaX IEPCOHANBHBIX TaHHBIX,

MPUMEHEHHEM MPOIICIINX B YCTAaHOBJIIEHHOM MOPSJAKE MPOLEAYPY OLEHKH COOTBETCTBHS
CpEeACTB 3alIUThl HH(POPMAIHH;

OILIEHKOH 3()(h)eKTUBHOCTH MPUHHMAEMBIX MEp II0 3alINTE MEPCOHATBHBIX JaHHBIX IO BBOJA
B AKCIUTyaTaIMi0 HH)OPMAITMOHHOW CHCTEMBI IEPCOHATBHBIX TaHHBIX;

BOCCTAHOBJICHHEM TTEPCOHAIBHBIX JAHHBIX, BCICJICTBUE MOJyYCHUs HECAHKITMOHUPOBAHHOTO
JOCTyTa K HAM;

YCTQHOBJIGHHEM TIPaBMJI JIOCTya K TIEPCOHAIBHBIM JIaHHBIM, 00pabaThIBaeMBbIM
B MH(POPMAIMOHHBIX CHCTEMaX NEepPCOHAIBHBIX NIAaHHBIX, a TAKKE O00ECIEUYEHUEM PETUCTpAIHH
M ydeTa BCEX JEHCTBWIA, COBEpIIAEMBIX C TEPCOHAIBHBIMH JAHHBIMH B HH()OPMAITMOHHBIX
crcTeMax NepCOHAIBHBIX JaHHBIX;

KOHTPOJIEM 3a TpPUHUMACMbIMH MepaMH II0 3allUTe€ NEepPCOHANBHBIX JaHHBIX U
OTIPENICIIEHHOTO YPOBHS 3alIUIIEHHOCTH WH(OPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX NAaHHBIX B
nporecce
ee IKCILTyaTaluy.

5 OCHOBHBIE TPEBOBAHMUSA K MIPOUECCAM OBECIIEYEHUSA
WH®OPMAIIMOHHOM BE3OITACHOCTH

Metouueckoe pyKOBOJICTBO, pa3pabOTKy pelIeHui Mo 3aiuTe HHPOpMaIH, COTJIaCOBAHHE
BBIOOpA CPEICTB BHIUMCIUTEILHOW TEXHUKH, MPOrPaMMHBIX U MPOrPaMMHO-aNNapaTHBIX CPECTB
3aIuThl MTHGOPMAIMK, OpraHU3alio paboT MO BBISIBICHUIO BO3MOKHOCTEH U MpeaynpexIeHUI0
YTEYKH W CBOWCTB 3allMIaeMold HWHQOpMaIMK, aTTECTAIlMi0 OOBEKTOB WH(OOPMATH3ANH
OCYIIIECTBJISIIOT KOMIIETEHTHBIE CTPYKTypHBIe toApasaeneHus ['6I0Y PP a/c Ne 89.

dusuyeckasi 0€30MaACHOCTH

[IpuHATBIE OpraHU3allMOHHBIE W  TEXHMYECKHME MeEphl IO  3allUTe [OMELIECHUU
I'BAOY LPP a/c Ne 89, cepBepHOro u KOMMYTAIlMOHHOTO OOOPYAOBaHUsS, aBTOMATHU3UPOBAHHBIX
pabouux mecT moJsib3oBateneit nHhopmanuoHHbx cucteM ['BIOY PP n/c Ne 89 oGecneunBator
peanu3aluio CIeIyIOIMUX Mep 10!

pasrpannyeHuto noctymna pabotHukoB B nomemieHus [’ bIOY LIPP n/c Ne 89 B cooTBeTcTBHM
C MX IOJIHOMOYHSMH U JIOJKHOCTHBIMU 00SI3aHHOCTSIMU;

peructpanuu (HakToB BXxoja pabOTHUKOB B IOMEIIECHHUS B KOTOPBIX BeleTcs o0paboTka
MIEPCOHANIbHBIX IaHHBIX;

KOHTpoJupyemMoMy npedbiBanuto nocroponaux jui B ['BAOY IIPP n/c Ne 89 B nmomernieHus,
B KOTOPBIX BelleTcsl 00paboTka nH(GOPMAIIUU OIPaHUYEHHOTO JIOCTYNA M Pa3MEIlEHbI alnapaTHbIe
cpeacTBa HHPOPMAITMOHHON CUCTEMBI,

OpraHMu3aIiy peXruMa KOHTPOJIHUPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOTKH HH(DOPMAIIHH.

IMomemenus I'BJAOY HPP n/c Ne 89 nomxHbel ObITH 000pYHOBaHBI JETEKTOPAMHU OTHS U
IbIMa, OTHETYIIMTENIIMH, CHCTEMAaMH KOHJWIIMOHUPOBAHUS BO3JyXa, CPEACTBAMU OXPAHHO-
MOKapHOW CUTHAIU3ALUU.

Bbe3onacHocTs Ha paboueM mecre

3anpemaercs BECTH 3alUCh IMApOJIEM B OTKPHITOM BHUJE Ha MaTepUAbHBIX HOCHTEI,
3a UCKJIIOYEHUEM CIY4aeB, PEriIaMeHTUPOBAHHBIX METOJIOB XPaHEHHUS.

JIOKyMEHTBl M HOCHUTEIH C WH(OpMalUeld OTpaHHYEHHOTO AOCTYyNa JOJDKHBI yOHpaThCs
B omeuaTeiBaeMble Mecta (ceidpl, mkappl W T.M.), Tpu yxome ¢ pabodero Mecra.
Ha aBromaTtu3upoBanHom paboueMm Mmecte [lonb3oBarens pabouas ceccust JobKHA OBITH IPEepBaHa,
pabounii cronm 3abmokupoBaH. Bxoa monb30BaTensi B CHCTEMY HE JOJDKEH BBITIOJNHSATHCS
ABTOMAaTHUYECKH.
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JIOKyMeHTBI, cojaepKame WHPOPMAIUI0 OTrPAaHUYEHHOTO JIOCTYNa, JOJDKHBI —Ccpa3y
M3BIMAThCS W3 MEYATAOIIUX YCTPOWCTB. g yTUiaM3anuu KOH(MUICHIMAIBHBIX JOKYMEHTOB,
JOJDKHBI  MCTIOJB30BATHCSl  YHUUTOXKUTENIM JIOKYMEHTOB HE HIKE 4 YpOBHS IO CTaHIapTy
0€30MMacHOCTH, MPUMEHIEMOMY K YHHUTOXHUTEIISAM JIOKYMEHTOB.

[Ipn wucmonb30BaHUM MOOWIBHBIX TEXHHYECKHUX CPEACTB HEoOXoaumo  coOiroaaTh
JOTIOTHATEIBHBIC MEpPHI 10 PETIAMEHTAIlMd M KOHTPOJIO HWCIOJIh30BaHUS B HH(POPMAITMOHHOM
CUCTEME MOOMIIbHBIX TEXHUYCCKHUX CPEJICTB.

Haxoxxnenue mnpeacTaBuTeneil OPUIWYECKUX JIMII B pPaMKax HCIOJHEHUS JIOTOBOPHBIX
00s13aTENILCTB B TOMEIIECHUSAX B KOTOPBIX BeIeTCS 00paboTka HWH(POpPMAIMH OTPAaHUYCHHOTO
JnocTyrna WHQPOPMAIMOHHOW CHCTEMBI, BO3MOXKHO TOJIbLKO B COTPOBOKICHHHM pPabOTHHKA
I'BAOY LPP n/c Ne 89 nmomymeHHOTO 10 00pabOTKHM Takoi WH(MOPMAIIUH.

Pa3memnenne  TeXHMUeCKMX ~ CpPEACTB  BbIBOAAa  MHGOpPMAIUM B TIOMEIICHHSIX
I'bAOY HPP n/c Ne 89 mpousBoauTcs C Y4ETOM HCKIIOUEHUS BO3MOKHOCTH BHU3YAJIIBHOTO
npocMoTpa MHGOPMAIMK MMOCTOPOHHUMHU JIMIIAMH U PabOTHUKAMH, HE JOMYIICHHBIM K padoTe
C JaHHOW MH(pOpPMAIIUEH.

TexHuueckre CpeacTBa JOJDKHBI pa3MeIaThCcs M XPAaHUThCS TakuM o0pa3oM, YTOOBI
COKPaTUTh BO3MOHBIN PUCK MOBPEXKICHUS U YIPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

Texnnuyeckoe o0cy;kKuBaHue 000py10BaHUA

Texanueckue cpeactsa ['BAOY 1IPP n/c Ne 89 momkHBI MpOXOauTh HA PETYISIPHOW OCHOBE
CEPBUCHOE OOCITYKMBAHUE B COOTBETCTBUH C PEKOMEHIAIUSIMU TIPOU3BOIUTEIIEH 000pyI0BaHMUS.

PemoHT u cepBHUCHOE OOCITYy)XMBaHHE OOOPYIOBAaHUS JOJHKHBI BBITIONHSATHCS TOJIBKO
KBATU(UITUPOBAHHBIMU CIIEIIAATHUCTAMH.

Texnnueckoe O0OCTyXKUBaHHE OOOPYIOBAaHUS CTOPOHHHMHU OpPraHM3aIUsIMH HE JIOJDKHO
MIPUBOJIUTH K PUCKY HapyIIeHUsS KOHPHUIESHIIUATBHOCTH 3allrIaeMoi HH(OpMaLuu.

B3aumopaeiicTBue ¢ TPeTHbUMM JIMIIAMM

B menmsax oOGecneyenuss uHpopmarnuonHond Oe3omacHoctn ['BJIOY IIPP a/c Ne 89
IIPY B3aMMOJIEUCTBUM C TPETBUMH JIMIAMHU JOJDKHO BBINOJHATH CIAEAYIOIUE MEPOIIPUATHSA 110!

3aKJIIOUEHUIO0 COTJIAllEHUS O HepasIJalleHUd HWHPOpPMAMK OTPAHUYEHHOTO JOCTYIa
MOJIyYE€HHOU B X0/1€ UCTIOJTHEHHUSI IOTOBOPHBIX 0053aTEIbCTB;

OCYUIIECTBJICHUIO KOHTPOJS 3a JEHUCTBHUSIMHU IPEACTABUTENIEH KOHTPAr€HTOB B IMpeiesiax
KOHTpOJIUpyeMoi 30HbI KoMurer.

YnpasJ/ieHue :KU3HEHHBbIM HMKJIOM HH()OPMALMOHHBIX CHCTEM

MeponpusiTist B I[poliecce  KM3HEHHOro  IUKIa  MHOOPMALMOHHBIX  CHCTEM
I'BAOY IIPP n/c Ne 89 nmomkHbl OBITH HalpaBieHbl Ha OOECIICUCHHME 3allUTHI WH(OpMaIuu
IIpU BBOJE B JCHCTBUE, OHKCIUIyaTallud, CONPOBOXKICHUM U MOJEPHU3ALMH, BbIBOJA U3
JKCIUTyaTaluu.

OcHoBanueM Impu pa3pabOTKe HHPOPMALMOHHBIX CHUCTEM JIOJDKHBI SIBISITHCS PELICHHS
NpUHATHIE Ha cTaguu (OpPMUPOBaHMS TpeOOBaHUI, coaepaliue TpeOOBaHUS B TOM YHCIE
M0 cHcTeMe 3alUThl HHPOPMAITIH.

Jlroboe  muaHupyemMoe K BHEAPEHUIO  HM3MEHEHHE  WHGOPMAIMOHHON  CHUCTEMBI
MIPEIBAPUTENILHO JIOJKHO OBITh MPOaHAIM3UPOBAHO HA COBMECTUMOCTh M OTCYTCTBHE HapYIICHHIA
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE€ CPEJICTB 3alIUTHl HH(POPMAIUH.

PaGotel mo wmoaepHHM3anuK WH(DOPMALNMOHHOW CHCTEMBI, B TOM YHCJIE IO YCTaHOBKE
MPOrpPaMMHOTO obOecriedeHrsi U OOHOBJICHUHU, IOJDKHBI MPOBOJUTHCS B Hepabodee BpeMs WU
BpeMsi HaUMeHbIIel padouell Harpy3Ku.

[Ipn BBIBOAE M3 OKCIUlyaTalldd WH()OPMAIMOHHBIX CHCTEM JOJDKHO 00ecrednBaThCs
rapaHTUPOBAHHOE yrajieHue oOpabaTbiBaeMO W  XpaHUMOW B HUX HHpopMamuu C
WCIOJIb30BAHMEM  CPEJCTB TapaHTHUPOBAHHOTO YHUYTOXKEHUS HHPOpMAMHK WIU  IyTeM
(U3MYECKOTO YHUUTOXKEHHUS HOCUTENNeH nH(OPMAIIUU.

Bcee MIPOLETyPBI obecrnieueHus 3aIIUThI uH(popMaIuy, YCTaHOBJICHHbBIE
B I'B/IOY HPP n/c Ne 89 B oTHOmIEeHMH HH(DOPMAIMOHHBIX CHUCTEM, JIOJDKHBI BBITOJHATHCS
Y KOHTPOJIMPOBATHCS OTBETCTBEHHBIMU JIMIIAMHU 32 OpTraHU3aIuio padoT 1o 3ammre nHhOopMaIuu.

KonTtpoJsb nocryna k ”HGOPpMAIIMOHHBIM CHCTEMaM
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Bee pabornuxu I'BJIOY PP n/c Ne 89, nomymeHusle k pabore ¢ MHPOPMALMOHHBIMU
CHCTEMaMH HECYT NEepCOHAJIbHYI0 OTBETCTBEHHOCTh 3a HApYIICHHs YCTaHOBJIEHHOTO MOPSAKa
00paboTku HHPOPMALIKH.

YpoBeHb MoJTHOMOYHWH mob30BaTels B nHpopmanmonHoi cucreme I'6IOY PP n/c Ne 89
JOJKEH OMPEEISTHCS B COOTBETCTBUU C €0 JOJDKHOCTHBIMHU OOSI3aHHOCTSMHU.

Hoctyn  monb3oBatened K MHPOpMALMOHHBIM  cucteMaM  Komuter  noypkeH
KOHTPOJIMPOBATHCS aJIMUHUCTPATOPOM HH(POPMAITIOHHON CHCTEMBI.

Ocy1iecTBiieHUE PETYISPHOTO KOHTPOJISL BHITIOJHEHUSI OPraHU3aI[OHHO-PACIOPSAUTEIEHBIX
JTOKYMEHTOB, KacaroImuxcs periaMeHTanu JIOITyCKa paboTHHUKOB Komwurer
K HH(OPMAIIMOHHBIM CHCTEMaM.

Npentnduxkanusa u ayreHTupuKanus

JocTtyn monp3oBareneil kK HHGOPMAIMOHHBIM CHUCTEMaM JOJKEH MPEIOCTaBISATHCA TOJIBKO
MIOCJIE YCIIEHTHOTO 3aBEepIICHUS UIEHTU(UKALIUY, ayTEHTU(PUKALIUH.

[lonyuenue mnomabp3oBaTeieM HMMEHM B HHPOPMALMOHHOM CHUCTEME W Mapojisi, KOTOpbIE
oOecrieunBarOT JOCTyl K HH(QOPMAIMOHHOM CHCTEME, JIOJDKHO  OCYLIECTBIISITHCS IO
MIPEJICTaBICHUIO PYKOBOJUTENS CTPYKTYPHOT'O MOIpa3AeieHus!.

YnpasJieHue 10CTYIOM

B TBAOY PP na/c Ne 89 nomKHO OCYIIECTBIATHCS — yIpaBIE€HUE JIOCTYIIOM
K MH(OPMALMOHHOMN CcHCTEME MOCPEICTBOM Peaau3alii HEOOXOIMMBIX METO0B, TUIIOB U MPaBUII
pasrpaHuyeHusl J0CTyma mojbs3oBarensiM uHpopmarmonHoit cucremsl ['BJIOY IIPP n/c Ne §9.
B Tom umcne obecrieueH 3alIMINEHHBIA YHTAJIEHHBIA OCTYN CYOBEKTOB JOCTyma K OOBEKTam
J0CTyIIa Yyepe3 BHEeIIHNE HHPOPMAITMOHHO-TEIEKOMMYHHUKAIIUOHHBIE CETH.

be3onacHocTh Ipu padoTe ¢ HOCUTEJIAMHU MH(pOPMAITUU

Pa6otauku I'BJIOY LIPP n/c Ne 89 nmomkHBI MCHOJB30BATh TOJBKO YUTEHHBIE CHEMHBIC
MallMHHbIE HOCUTENM HWHGOpMAlUU JJis BBIIOJHEHUS CBOMX JIOJDKHOCTHBIX OOSI3aHHOCTEH.
Hcnons3oBanne cheMHBIX MaMHHBIX HOcuTene nadopmarnuu B ['BJIOY LIPP n/c Ne 89 B mHbIX
LETSAX CTPOTO 3alPEILEHO.

CpeMHBIE MAIIMHHBIE HOCHUTEIM HWHGOPMAlUU JOJDKHBI XPAHUTCA B OINEYaTHIBAEMBIX
mkadax, B IOMEHICHUSIX B KOTOPBIX IpeaycMOTpeHa oOpaboTka MH(OpMAIMU OTpaHUYEHHOTO
JOCTyIa.

B cnydae kpaxku Wid MOTEpU CbEMHOTO MALIUHHOTO HOCUTENSI MH(OPMALIUH, a TAK)KE UHBIX
UHIUJCHTOB, KOTOPbIE MOTYT MPUBECTH K HApYLIEHUIO CBOMCTB HMH(OpPMALMKM OTPaHUYEHHOTO
JOCTYNA, AOJKHBI IPOBOAUTHCS MEPOIIPUATHUS 110 PACCAEAOBAHUIO TAKUX UHIUICHTOB.

[Ipu BbIBOAE U3 AKCIUIyaTallud ChEMHOTO MAIIMHHOTO HOCHUTENs MHPOpPMAIINH, BCE TaHHBIE,
XpaHsIIecss Ha HeM, JOJDKHBI OBITh YAaJeHbl ONpeAeIeHHOM KOMHCCHEH M3 Yucia pabOTHUKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOXKEHUS HHPOPMAIHH.

@akT yHUYTOXKEHUs HH(POpPMAlMM HA CHEMHOM MAIIMHHOM HOcuUTene uHpopmanuu
¢bukcupyercs B akTe 00 YHHUYTOXEHHMH HH(OpMAlUU CO CHEMHOTO MAIIMHHOTO HOCUTENS
nHpopMaIuu.

Perucrpanust coobITHil

B I'BZIOY PP g/c Ne 89 nomkHa OCyLIECTBISATHCS PErHMCTpalliid COOBITHH 0€301MacHOCTH
Ha Bcex KommoHeHTax HHpopMmanuoHHslx cuctemM [BJIOY PP n/c Ne 89, B KoTOphIX
oOpabaTeiBaeTcs 3ammuiaemas nH(popmanus.

AHTHBHPYCHas 3alIATA

B nensx oOHapyxeHMs U ycTpaHeHUs BpeAoHOCHBIX mporpamm B I'BJIOY LIPP n/c Ne 89
JIOJKHBI UCTIOJIb30BATHCS CPEJICTBA AHTUBUPYCHOM 3aIUTHI MHPOPMALIUH.

O0s3aTenbHOMY KOHTPOJIIO CPEACTBOM AHTHBHPYCHOM 3alluThl HMHQOpPMAIMK J0JDKHA
nojuiexkarh Jrobas MHpopManus (TEKCTOBble (ailnbl r0ObIX (opMaToB, (ailibl JaHHBIX,
UCToJHsAeMble (aiiibl), MojydaeMas W MepefaBaeMas MO JIOKAJbHONW BBIYHCIUTENBHON CeTH
B TOM 4YHCIE€ M CETSIM OOILIEro IMoJib30BaHMs, a Takxke HMH(opMaiys, XpaHUMas Ha ChEMHBIX
MAIIUHHBIX HOCUTENAX UH()OPMAIIHH.
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[Ipu ycraHOBKE NPOTPAMMHOTO OOECIIEYEHUSI WM €ro OOHOBJIGHHS Ha CEBEpHOE
o0OpyJOBaHHE [JOJDKHA ABTOMATHUYECKH BBINOJHATHCS TPEABAPUTEIbHAS MPOBEPKA TaHHOTO
MIPOrPaMMHOTO 00eCIeueHHs] Ha OTCYTCTBHE BPEIOHOCHOTO IIPOTPAMMHOTO 00ECTICUCHHS.

OOHoBiieHne 0a3 CUTHATYp JJIS CPEICTBA AHTHUBHPYCHOM 3alIMThl MH(POPMALUHU JIOJHKHBI
OOHOBIISITHCA €KETHEBHO.

[one3oBaTenu oe3 npaB aIMUHHUCTPATOpa UH()OPMAITMOHHOM CHCTEMBI
KomuTter He HODKHBI HIMETh BO3MOKHOCTB MOJIYYSHHS JOCTYNA K KOH(PHUTypaluu aHTUBUPYCHOTO
CpeACTBa 3aIIUTHI WIIH €T0 OTKIIOUCHHUS.

KoHTpoJ1b 3211 IIIEHHOCTH NEePCOHATBHBIX IAHHBIX

B mensx MCKIOUEHMS HIKCIUTyaTallud YS3BUMOCTEH MPOTPaMMHOTO OOECHEUEHUs JOJKHBI
MPOBOJMUTCS PaOOTHI MO BBIABICHHUIO, AaHAIM3Y YI3BUMOCTEH WHMOPMAIIMOHHONH CHUCTEMBI
W OIepaTHMBHOE YCTPAaHEHHWE BHOBbH BBISBJICHHBIX YsA3BHUMOCTEW. B TOM Yucie opraHu3amus
KOHTPOJISI YCTAaHOBKM OOHOBJIGHHSI TPOTPAMMHOTO OOECTEeUSHHsI BKIIIOYAsl CPEJCTB 3alIUTHI
nH(popMalnH.

Hcnoab30BaHue NPOrpaMMHOro odecnevyeHus

Br16op nporpammuoro odecnieduenus s npousBoJcTBeHHbIX HYXJ ['BJIOY LIPP n/c Ne 89
JOJDKEH TPOU3BOJUTHECS B TPUOPHUTETE K OTEUYECTBEHHOMY, BHECEHHOTO B EauHBIA peectp
POCCHICKHX TMPOTpaMM Ul AJIEKTPOHHBIX BBIUYMCIUTEIBHBIX MalliH ¥ 0a3 MaHHBIX. B ciydae
OTCYTCTBHSI aHajmora B EaWHOM peecTpe pOCCHHCKMX TMporpamMm Uil DIEKTPOHHBIX
BBIUMCIIATEIBHBIX MAIIMH U 0a3 JaHHBIX JIOIYCKAETCsl MCIOJB30BaTh MPOrPaMMHOTO 0OecrieueHne
UMIIOPTHOTO MTPOM3BOICTBA.

Hcnouab3oBanue cpeacTs Kpunrorpaguyecko 3auTbl HHGopManumn

Obecrnieyenue 3aUThl HTHPOPMALMKM OTPAHUYEHHOTO IOCTya OT PacKpbITUS, MOAU(DUKALINU
YW HaBs3bIBaHMS (BBOJA JIOKHOW HMHGpOpMAalMM) TpU ee Tepenade (MOATOTOBKE K Tepeaade)
[0 KaHajlaM CBSI3M, HMMEIOIIMM BBIXOJ 3a Mpeleibl KOHTPOJIHPYEMON 30HBI OOecreyuBaeTcs
MIPUMEHEHHEM CPEJICTB KpUNITOrpauuecKoi 3aiuThl HHPOPMAIIIH.

[IpuobOperenue cpencts kpuntorpaduaeckoit 3ammtel nHGopmanuu ['BJIOY PP n/c Ne 89
OCYILIECTBJISIETCSI HA OCHOBAaHHMM JIOTOBOPOB U KOHTPAKTOB C JIMIIAMH HUMEIOIIMMH JEHCTBYIOIIYIO
munen3uto @Chb Poccum Ha OCYyIIECTBJICHHE NEATEIBHOCTH IO pa3pabOTKe, IPOU3BOJICTBY,
pacnpocTpaHeHuo MUGPOBaIbHBIX (KpUNTOrpapuuecKuX) CpeacTB, MHGOPMALUMOHHBIX CHUCTEM
U TEJIEKOMMYHHUKAIIMOHHBIX ~CHCTEM, 3alIUIIEHHBIX C HCIOJIb30BAHUEM HIM(PPOBATIBHBIX
(kpunTorpaduuecKux) CpEICTB, BBHIMOJHEHUIO padOT, OKAa3aHUIO YCIYr B oOJlacTh mu(poBaHUA
nHpOpMaAIIUH, TEXHUYECKOMY OOCTY)KUBAHUIO IMHU(PPOBAIBHBIX (KPUOTOrPapUUIECKUX) CPEICTB,
MH(OPMALUMOHHBIXCUCTEMUTEIEKOMMYHHUKAITMOHHBIXCUCTEM,3aUIIIEHHBIXCUCTIOIB30BAHUEM
mupoBaIbHBIX (KpUNTOTpaduuecKknx) CpPeAcTB (3a HCKIIOYEHUEM Cllydas, €CIIM TEeXHHUYECKOE
oOciyxuBaHue MHUPPOBAIBHBIX (KpUNTOrpadUuecKux) CpencTB, HWHOOPMALMOHHBIX CHCTEM
U TEIEKOMMYHUKAIIMOHHBIX CHCTEM, 3allMIIEHHBIX C HCIOJIb30BAHUEM IIH(POBATBHBIX
(kpunrorpaduyecKkux) CpeICTB, OCYIIECTBIAETCS M oOecredeHuss COOCTBEHHBIX HYX]I
IOPUAMYECKOTO JIUIIA WM UHIUBUAYAIBHOTO MIPEITPUHUMATETIS).

B umemsx opranmzamuu U oOecrnieueHUW Tnepeqaud WHGOpMAalUUM TO KaHajgaM CBS3U
C HUCIOJIb30BAHUEM CPEACTB KpUNTOrpaduueckoil 3amuThl MHPOPMAIMH, a TaKXKE BBIIOTHEHUS
muneH3noHHbIX TpeboBanuit ®Ch Poccun B I'BJIOY LIPP n/c Ne 89 momken ObITH co37aH OpraH
KPUITOTpapruecKON 3alUThI.

[Topransusie pemenus ['BJAOY LIPP n/c Ne 89 ¢ BO3MOKHOCTBIO JIocTyna C¢ cereil o0Iero
M0JIb30BaHMsl JIOJDKHBI B NPHOPUTETE pa3padaThIBaThCs C OpraHu3allell 3alllUIIeHHOro KaHaia
nocpencTBoM npoTokoisia TLS ¢ nognepxkoii anropurmos 'OCT 34.10.

Hcnosb3oBanue 3J1€eKTPOHHOM MOYThI

OneKkTpoHHas NoYTa JoJpkHa wucnonb3oBateest B I'BJIOY IIPP n/c Ne 89 ¢ mensio
opraHu3anu oOMeHa JJIEKTPOHHBIMU COOOIIEHUSMH MEXJIy pPaOOTHUKAaMU U CyOBbEeKTaMu
MH(POPMAIMOHHOM 0€30MMacHOCTH.

[Ipu ncnonbp30BaHUU JIEKTPOHHOM MOYTHI 3aMPEIIACTC:

oOMeH wuH(popmanmend s CIyxKeOHOro TIOJIb30BaHMs, a Takke HHpopMaruei
OTPaHUYEHHOTO JOCTYIIA;
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MPEIOCTABICHUE NOCTYNA K ANEKTPOHHOM NOYTE ¢ UCIIOJIb30BAaHUEM JAHHBIX CBOEH YUETHOMU
3alHiCH TPETHUM JIHIIAM;

MyOIHKAIs CBOETO CIY)KEOHOTO ajpeca 3JIEKTPOHHON MOYTHI B JIEKTPOHHBIX KaTanorax,
Ha TMOWCKOBBIX MAIllMHAX M JPYrux pecypcax cetu HHTepHET B 1eNiX, HE CBS3aHHBIX C
WCIIOJIHEHUEM CBOUX JIOJDKHOCTHBIX 00S3aHHOCTEHH;

MOJITUCKA TI0 3JICKTPOHHOM MOYTE Ha Pa3IMYHbIC PEKJIaMHbIE MaTEPHAJIbl, IUCTHI PACCHUIKH,
AJNIEKTPOHHBIC KYpPHAIBl U T.J., HE CBSI3aHHBIC C BBIMOJHEHHUEM II0JIH30BATEIEM JOKHOCTHBIX
00513aHHOCTEN;

OTKPBITHE (3aIlyCK Ha BBINOJIHEHUE) (ailyIoB, TOJYYCHHBIX IO 3JICKTPOHHOW IMOYTE HIIU
u3 pecypcoB cetu MHTepHeT, 6€3 npeaBapuTeIbHON MPOBEPKU UX aHTUBUPYCHBIM MPOTPAMMHBIM
obecrieyeHHEM.

Pabora B ceTsix 0011ero noJib30BaHus

I'BAOY LIPP n/c Ne 89 ocrasisieT 3a co60ii mpaBo OJIOKUPOBATH MM OTPAHUYUBATH JOCTYI
pabOTHHKAaM K CETSIM CBSI3M OOINEro MOJIb30BaHUS, B TOM uucie ceTh WHTepHET, coaepkaHue
KOTOPBIX HE HMEET OTHOIIEHUS K MCIOJHEHUIO JOJDKHOCTHBIX OOS3aHHOCTEH, a Takke
K WHGOPMAIMOHHBIM pecypcaM, COJIEp)KaHHUE ¢ HAMpPaBICHHOCTh KOTOPBIX 3alpelleHbl
3aKoHoarenbcTBOM Poccniickoit @enepany.

Nudopmanus o mnocemaembix padotHukamu ['BJIOY PP n/c Ne 89 undopmannoHHBIX
PECYpCOB MPOTOKOJUPYETCS ISl TIOCIEAYIOMIETO aHajdn3a W, MPH HEOOXOIMMOCTH, MOXET OBITh
MpPEACTaBICHA PYKOBOJUTENSM CTPYKTYPHBIX TOJPA3JCICHU, a TakkKe PYKOBOJIUTEIIO
I'BAOY PP n/c Ne 89 myst koHTpOIS.

[Ipu ucnonb3zoBanuu cetu MHTEpHET 3anpelieHo:

ucnosb3oBathk npenocrasieHHsii ['BJIOY ILIPP n/c Ne 89 nocrynm B cerb MHTepHeT
B JIMYHBIX LEJSX;

MCI0JIb30BaTh HECAHKIIMOHUPOBAHHBIE IIPOTpaMMHbBIE U IPOTPaMMHO-aNapaTHble CPECTBa,
MO3BOJISIFOIIME MOJYYUTh HECAHKIIMOHUPOBAHHBIN AOCTYN K ceTH MHTepHeT;

nyOIMKOBaTh, 3arpy’kaTb U PaCHpOCTPaHATh MaTepHallbl CoOJAep)Kallie HEIO0CTOBEPHYIO
nadopmanuro o 'OV PP n/c Ne 89, a Takxke danscudunuponarts cBoit [IP-agpec.

Pe3epBHOe KONMPOBaHMeE U BOCCTAHOBJIEHHE TAHHBIX

Ocy1iecTBiieHHE PE3EPBHOIO KOMTUPOBAHUS JODKHO OCYIIECTBIISITHCS [JISL:

nHpopmanuu oOpabaTeiBacMOil Ha (alIOBOM CepBEpe U CEpBEpPE NPUIIOKCHHM,
MH(OPMALMOHHON CUCTEMBI,

paboynx MECT aIMUHUCTPATOPOB NHGOPMAIIIOHHOM CUCTEMBI.

YacTtoTa M peXUM PE3epPBHOIO KOMHPOBAHHS YCTAHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
obecreunTh MUHUMAJBbHYIO TIOTEPIO JAHHBIX U ONIEPAaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOrO KOMUPOBaHUS W BOCCTAHOBIICHUS pPeCypcoB WHGOPMAIIMOHHBIX
cucrem ['BJIOY LPP nx/c Ne 89 1momkHbl TpPOBOAUTH YIOJHOMOYEHHBIE PaOOTHHUKHU
I'BAOY LIPP n/c Ne 89.

PesepBHOE KOmMUpOBaHWE [JOJKHO OCYIIECTBIATHCS B aBTOMAaTHYECKOM  PEXKHUME
C TMPUMEHEHHEM OTEYECTBEHHOTO CIEIUATM3UPOBAHHOTO CPEICTBA PE3EPBHOIO KOMHPOBAHHS

C JEHCTBYIOIIMM CepTU(PHUKATOM COOTBETCTBHUS IO TpeOOBaHUAM O€30MacHOCTH HH(opManuu
OCTOK Poccumn.
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6 OCHOBHBIE TPEBOBAHUSA K ITPOHECCAM YIIPABJIEHUS
WH®OPMAIIMOHHOM BE3OITACHOCTBIO

MonuTopuHr HHPOPMALMOHHOH 0€3011ACHOCTH

Ha mocTosiHHOW OCHOBE JIOJDKEH MPOBOJUTHCS KOMIUICKCHBIN aHaIn3 (YHKIHOHUPOBAHUS
nnpopmanuonHor cucreMbl ['BJIOY LIPP n/c Ne 89 u Bo3HHKarOmmx cOOBITHI HHPOPMAITMOHHON
0€30IMaCHOCTH.

[Iporiecc MOHMUTOpPHHTA CHUCTEMBI ObOecrieueHHs] WH(POPMAIMOHHON OE30MacHOCTH JOJKEH
BKJIFOYAaTh B ceO0si KOHTPOJIb OPraHU3allMOHHBIX W TEXHUYECKHX MEp IO 3aluTe WH(POpMAaIny,
aHaJIM3 MapaMeTPOB KOHPUTYpalluu U HACTPOUKH CPEJICTB 3aLUThI HH(OPMAaLIUK.

[Ipn mpoBeneHMM KOHTPOJIBHBIX MEPONIPHATHM, CBSA3aHHBIX C OLICHKOW peaJu3aluu Mep
no 3auute uHpopmanuu B I'BJIOY IPP n/c Ne 89, ymnonHoMoueHHble PaOOTHHUKH JOJKHBI
MIPUIEPKUBATHCS CIAEAYIOIINX TPUHIIUIIOB!

He HapywmaTh pyHkuoHuposanue nestenbHocTd I'BI0Y LIPP 1/c Ne 89;

NeCTBOBaTh B COOTBETCTBUU C YTBEP)KICHHBIMU OPraHU3aLMOHHO-PACIOPSAIUTEIbHBIMU
nokymentamu ['BZIOY PP n/c Ne 89 no 3amure napopmanuu;

HE CKpBIBATh (DaKThI BBISBIEHHBIX COOBITHI HH(OPMALIMOHHON OE€3011aCHOCTH;

0pOpMIISITH  OTYETHI, MOATBEPKAAIOIINE BBIIOJIHEHUE MEpONPHUATHH MO  3alluTe
uH(popMaIUH.

Nudopmanus, mnonyyeHHass B XOJ€ NPOBEACHHUS KOHTPOJUPYIOUIUX MEPONPUSTHI
0 JEWCTBUSX, COOBITHSX M IapaMeTpax, MMEIOUIMX OTHOIIEHHE K peaju3aluyd Mep MO 3alluTe
nH(popMalnY, JOHKHA KOHCOJMIUPOBATHCA U XPAaHUTHCS B MECTax, MCKIIOUYAIOUIUX MOJydeHHE
K Hell HECaHKIMOHUPOBAHHOTO JIOCTYTIA.

MOHHUTOPHUHT TaHHBIX O 3aPETUCTPUPOBAHHBIX COOBITUAX MH(POPMAILIMOHHONW OE30MaCHOCTH
JOJI’KEH MPOBOJUTHCS, IO BOZMOXKHOCTH, C MCIOJIb30BAaHUEM CHCTEMbl MOHUTOPUHIA MHIIMIEHTOB
nH(OPMALMOHHONH 0€30MacHOCTH WJIM BCTPOCHHBIX MEXaHW3MOB HACTPOWKH M ayAuTa COOBITHI
B IPOTPaMMHBIX W TMPOTrPaMMHO-aNMapaTHBIX CPEICTBAX, HCHOJb3yeMbIX B HH(GOPMAIMOHHOMN
undpactpykrype 'BAOY LIPP n/c Ne 89.

YupasjieHue puckamu

Omnpenenenrve BHYTpEHHUX TpeOOBAaHUU MO 3amuTe WHGOPMALUHU, JOKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax MPOBEACHUSA aHalM3a PUCKOB HAPYIIECHUS OCHOBHBIX CBOMCTB 0O€30MaCHOCTH
it uHGopMaoHHbIX pecypcoB 'BJIOY IIPP a/c Ne 89.

OCHOBO¥ OLIEHKH PUCKOB JOJDKHA OBITh OLIEHKA YCIOBUN U (aKTOPOB, KOTOPHIE MOTYT CTaTh
MPUYMHON  HapymleHHs  LEJOCTHOCTH,  KOH(PHUAEGHUUATbHOCTH M  JIOCTYIHOCTH  JJIs
nHpopmanmonHsix pecypcoB I'bJIOY LIPP n/c Ne 89.

Pe3ynbraToM mpoBeneHHs aHallM3a PUCKOB JOJDKEH OBITh pa3paOOTaHHBIM KOMILIEKC MeEp,
HAIMpPaBJICHHBIX HAa CHU)XEHHE BO3MOKHOTO HETaTHBHOTO BIIMSHHUS HAa OCHOBHYIO JEATEIbHOCTH
I'BAOY LPP n/c Ne 89 mpu peanuzanuu TOM WIM WHOM Yrpo3bl 0e30MacHOCTH HHQPOpMAIUU
1 o0ecrneyuBarolMX B JajdbHEHIIIEM TOCTATOYHBIN YpOBEHBb 3aIUIICHHOCTH WH(OPMAIMOHHBIX
cucteM ['BJIOY LIPP n/c Ne 89.

YnpasjieHue HHUUAEHTAMHU HHPOPMALMOHHO 0€30MaCHOCTH

Hns  obecnedyeHust  APQPEKTUBHOTO  pa3pelIeHUss  UHIUAEHTOB  HMH(OPMAIMOHHOMN
6e3onmacHocTh B KomuTeT, MMHUMHU3AIlMM TOTEPh W YMEHBLICHHMS pHUCKAa BO3HUKHOBEHHS
MOBTOPHBIX MHIMJCHTOB JOJDKHO OCYIIECTBISATHCS YIPABICHUE MHIMIEHTAMU UH(POPMALMOHHOM
0€30IaCHOCTH.

Jlns ynpaBieHHs WHIMJIEHTaMH HH(OpMAIMOHHONW O€30MacHOCTH JI0JDKHA OBITh CO3/1aHa
clly’k6a MOHUTOPHMHIA U pearupoBaHusl Ha MHLIMJCHTHl MHPOPMALMOHHONW 0€301acHOCTH, KOTOopast
MIOCPE/ICTBOM KOMIUIEKCA CPEACTB M MEPONpPUATHI JUIs cOopa W KOHCOJUAALUU HH(OpMAIUH
00 MHIMJIEHTaX pelIaeT JaHHYI0 337ady. B OTHOIIEHHWH Ka)XJ0ro MpPOM3OMIEIIIEro WHIMJICHTA
paOOTHUKaMU M3 CIY)KObI MOHHUTOPHHIAa M pearupoBaHMs Ha HWHIMIACHTH HH(GOPMAIMOHHOMN
0€30IaCHOCTH JIOJDKEH BBITIOJIHATHCS €r0 aHallu3, U pa3paboTka 3((PEKTUBHBIX Mep pearupoBaHUs
Ha JaHHBIN UHIUJCHT.



AyauT cuctemMbl o0ecrievyeHns] HHPOPMALMOHHON 0€301aCHOCTH

B LEeNsIX OLICHKH TEKYILETO YPOBHS UH(POPMALIMOHHOM 0e30macHOCTH
I'BAOY LPP n/c Ne 89 Ha perynsipHON OCHOBE JOJDKEH MPOBOIUTHCS AyIUT HHPOPMAIMOHHOMN
0€30IaCHOCTH.

BHyTpeHHue ayuThl TOJDKHBI BRITOTHATHCS padoTHuKamu ['BJIOY LPP n/c Ne 89. B uncio
3a/la4, pellaeMblX IpU TMPOBEAECHWUM BHYTPEHHUX ayIuTOB HH(OpPMALMOHHONW O€301acHOCTH,
BXO/JIAT:

cOOp W aHaIM3 MCXOJHBIX IAHHBIX 00 OPraHM3alMOHHON M (YHKIMOHAIHHON CTPYKTYpE
WHPOPMAIIMOHHBIX CHCTEM, HEOOXOJUMBIX U OLEHKA COCTOSIHUSL CHUCTEMBI  3allUTHI
nH(pOpMAIIHH;

aHaJIN3 YTBEPXKJIEHHBIX OPraHMW3allMOHHO-PACHOPSIUTENbHBIX JOKYMEHTOB IO 3alluTe
nH(pOopMalMK Ha MpeIMET UX MOTHOTH U 3()(PEeKTUBHOCTH, a Takke GOPMUPOBAHNE PEKOMEH AU
0 UX 10pabOTKe WK Pa3pabOTKH HOBBIX;

obocHoBaHME (pUHAHCOBOM 3()(PEKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEJICTB 3alUTHI
nH(popmaluu;

MpOBEpKa TMpPaBWIBHOCTU BbIOOpa M HACTPOWKM CpEACTB 3aIIMUThl  MHPOpPMAIHH,
(dbopMHpOBaHHE TPEUIOKEHUN 10 HCIOJIB30BAaHUIO MMEIOIIMXCS CPEJICTB 3allMThl MH(opManuu
JUIs  TIOBBIIIEHUS ypPOBHS  HaA&KHOCTM M 0e30macHOCTH  MHGOPMAIMOHHBIX  CHUCTEM
I'BAOY LPP n/c Ne 89;

aHaJIU3 OTYETOB [0 MPOM3OLIECAIIMM MHIMJICHTaM HHQPOPMAIIMOHHON Oe30macHOCTH
Y IPUHSITBIM MepaM IO UX pa3pelIeHHuIo.

IoBbImIeHNE 0CBEAOMJIEHHOCTH PAa0OTHUKOB

B pamkax opraHuzalMM KOMIUIEKCHOTO TPOTHUBOJEHCTBHS yrpo3aM O€30MacHOCTH
nHpopmanuu, ucxomamuMm ot padotHukoB ['BJIOY PP n/c Ne 89 nmomkHa mMOCTOSITHHO
MOBBIIIATHCS UX OCBEIOMIICHHOCTH B 00JIACTH 3aIMTHI HHPOPMAITIH.

[ToBeilIeHNE OCBETOMIIEHHOCTH PaOOTHUKOB KOMHUTET OCyIIeCTBIIsIeTCS

no cymectBytomuMm B ['BJIOY TIPP n/c Ne 89 opranusanmoHHO-pacOpsSIUTEIbHBIM
JOKYMEHTaM,

o mpuMmeHsieMbiM B ['BJIOY LIPP n/c Ne 89 mepam 3amuTel nHGOpManuy,

10 MPAaBUILHOMY HCIIOIB30BAHUIO CPEJICTB 3aLIUTHI HHPOPMAIIUH.
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7 3AKIIOYEHHUE

[Ipu wm3MeHeHMM MAEHCTBYIOIIEro 3aKkoHoAarenbcTBa Poccuiickoir ®denepanyumu B obimactu
3amuTel  WH(pOpMaHH, a  TaKkKe  OPraHU3alMOHHO-PACHOPSAMTENBHBIX  JTOKYMEHTOB
Komurer wHacrosmas IlonuTthka ©W  W3MEHEHMS K HEW NOPUMEHAKOTCA B YacTH,
HE MPOTUBOPEYAILECH BHOBb MPHUHATHIM 3aKOHOJATEIbHBIM U UHBIM HOPMATUBHBIM aKTaM, a TaKkKe
BHYTPEHHUM JOKyMeHTaMm [6A0Y LPP a/c Ne 89.

Bcee TpeboBaHUs, YCTaHOBJICHHBIE JIEUCTBYIOLIUM 3aKOHO/IaTeJIbCTBOM
Poccuiickoit @enepannn, N0A3aKOHHBIMU AKTAMHU U JOTOBOPHBIMU OTHOILIEHUSAMM, a TaKKE MOAXO0M]
reA0Y UPP a/c Ne 89 k 00€CIEUEHHUIO COOTBETCTBHUSI PTUM TPEOOBAHUSIM JOJIKHBI OBITH SIBHBIM
00pa3oM ONpeIeIICHbI, TIOKyMEHTUPOBAHBI H IOIEPKUBATHCS B aKTYaJTbHOM COCTOSIHHH.

reA0Y LPP a/c Ne 89 B IPHUOPUTETHOM HAIPABICHUU JOJDKEH PacCMATPUBATHCS IMEPEXO]
Ha IPOrpaMMHOT0 00ECTIeYeHHE OTEYECTBEHHOTO MPOU3BOIUTENS, BKIIFOUEHHOTO B €IMHBIN peecTp
POCCUHCKHX MPOTpaMM ISl AJIEKTPOHHBIX BBIYMCIUTEIBHBIX MAIlIMH U 0a3 AaHHBIX. B ToMm umcie
M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOpYIOBAaHMS W MPOrpaMMHO-AIMapaTHBIX CPE/ICTB
BKJIFOYEHHBIX B EJIMHBIN peecTp poCCUNCKON paaro3IeKTPOHHON MTPOTYKIIUH.

[lepecMoTp W BHeceHME W3MEHEHMM B HacTosmyrw llosmTHKy OCymIeCTBIAIOTCA
Ha MEePHOINYECKON U BHETJIAHOBOW OCHOBE.
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8 CHHCOK UCIIOJb30BAHHBIX HCTOYHHUKOB

1 ®enepanbubliizakonoT27.07.2006Ne149-03  «O6 wuHpopmanmu, HHPOPMALUOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAIHHY.

2  ®enpepanbublii 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 351eKTPOHHON TOIIHCH.

3 Tlocranosnenue [IpaButenbctBaPoccuiickoii®enepannnorl6.04.2012 Ne313
«O06 yrBepxaeHun [loyoxeHus 0 TUICH3UPOBAHUH JIEATEIFHOCTH 1O pa3paboTKe, MPOU3BOJICTBY,
pacrpocTpaHeHHI0 MHU(PPOBATBHBIX (KpUOTOrpaQHUUECKHX) CPEACTB, MH(POPMAIMOHHBIX CHUCTEM
U TEIEKOMMYHUKAIMOHHBIX CHCTEM, 3allMLIEHHBIX C MCIOJIb30BAaHUEM IIH(PPOBAIBHBIX
(xpunTorpau4ecKux) CpPeACTB, BBHIOJHEHHIO pabOT, OKa3aHUIO yCIyr B oOmacTh mmdpoBaHUS
nHpOpMAINY, TEXHUYECKOMY OOCIYy)KMBaHUIO IMH(POBATHHBIX(KPUNTOTPaQUIECKUX) CPEINCTB,
MH(OPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHKAIIMOHHBIX CHCTEM, 3alUILEHHBIX C UCHOJIb30BAaHUEM
mUGpoBaIbHBIX (KpUOTOrpadUUYECKuX) CpPeACTB (3a HCKIIOYEHHEM Cilydas, €ClIM TEXHMUYECKOe
oOcinyxuBaHue MHUGPOBAIBHBIX (KpUNTOrpadUUecKUX) CpPEeACTB, HH(GOPMALMOHHBIX CHUCTEM
U TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3alllMIIEHHbIX C MCIOJb30BAaHUEM IMIH(POBAIBHBIX
(kpunrorpaUyecKknux) CpeACTB, OCYIIECTBIsAETCS s oOecreueHuss COOCTBEHHBIX HYXK]
IOPUAMYECKOTO JIMIA WIM HHIUBUAYATbHOTO IPEIIPUHIUMATENS)).

4 TlocranoBnenue IlpaButensctBa Poccuiickoit @emeparuu ot 01.11.2012 Nelll9
«O6 yTBepkJIeHUMH TpeOOBaHMII K 3allUTe MEPCOHANBHBIX JaHHBIX MpU HX 00paboTke
B UH(OPMAIIMOHHBIX CHUCTEMaX MEPCOHATBHBIX JTaHHBIX).

5 Ilpukaz @AIICH ot 13.06.2001 Nel52 «OO6 yrBepxkaenun MHcTpyKiuu
00 opraHuzanuu U oOecrieueHUU OE30MaCHOCTH XpaHEHHUs, 00pabOTKMU U Meperauyd Mo KaHajam
CBSI3M C HCIOJIb30BaHUEM CPEICTB KpHUNTOTpaduuecKor 3amuThl HHGOPMALUU C OTPaHUYECHHBIM
JIOCTYTIOM, HE COAEPIKAIlleil CBEIEHUH, COCTABJIAIOIIUX TOCYAAPCTBEHHYIO TalHY».

6 Ilpukaz DCB Poccum ot 09.02.2005 Ne66 «O6 yrBepxkaeHuu I[lomoxeHus
0 pa3paboTKe, MPOU3BOJICTBE, pEeATH3alliU U SKCIUTyaTalluu MU(POBaATBHBIX (KpUNITOTpahHIEeCKIX)
cpeacts 3anuthl nHbopmarmu (ITomoxennelIK3-2005)».

7 IIpukaz ®CTOK Poccum ot 11.02.2013 Ne 17«06 yTBepKAcHUN TPeOOBaHHM O 3aIIUTe
nH(GOpMAITMU, HE COCTABIISIONICH TOCYJapCTBEHHYIO TalHY, COJACPKAIICHCS B TOCYIapCTBEHHBIX
MH()OPMALIMOHHBIX CUCTEMAX.

8 IIpukaz ®CTIK Poccum ot 18.02.2013 Ne 21«00 yTBEep>KIECHUU COCTaBa U COJCPKaHUS
OpPraHU3allMOHHBIX U TEXHUYECKHX Mep MO O0ecledyeHUI0 0e30MaCHOCTH NEePCOHAIBHBIX JAHHBIX
pu ux o0paboTke B MHPOPMALMOHHBIX CUCTEMAX NIEPCOHAIBHBIX JAHHBIX).

9 IIpukaz ®Cb Poccum ot 10.07.2014 Ne378«O06 yrBepxaeHuu CocraBa W colaeprKaHUs
OpPraHU3allMOHHBIX U TEXHUYECKMX Mep MO O0eCle4YeHUI0 0e30MaCHOCTH NEPCOHAIbHBIX JaHHBIX
npu ux o0paboTke B MH(OPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX C HCHOJIb30BaHUEM
CpeAcTB  KpunTorpaduueckod 3amurbl HMHGOPMALMM, HEOOXOMUMBIX JUIi  BBINOJHEHUS
ycraHoBieHHbIX [IpaButensctBom Poccuiickoit denepanuu TpeGoBaHUM K 3allUTe MEPCOHATIBHBIX
JAHHBIX JUISL K&KA0TO U3 YPOBHEH 3allUILIEHHOCTI.

10 TOCT P 51624-2000 «3amwura wuHpOpManMU. ABTOMATU3HPOBAHHBIE CHUCTEMBI
B 3aLIUIIEHHOM HcnojgHeHuu. O6ue TpeGoBaHMs.

11 T'OCTP51898-2002«AcnexTs! 6e30nacHOCTH. [IpaBuia BKIIOYEHUS B CTaHAAPTHIY.

12 TOCT P 50.1.056-2005 «Texuuueckass 3amurta HHGopManuu. OCHOBHBIE TEPMHUHBI
U OTIpEACICHUS.

13 T'OCT P UCO/M3K 27001-2006 «upopmarrionHass TexHOJIOTHs. MeTobl U cpeAcTBa
6e3omacHocTH. CUCTEMbI MEHEKMEHTa HH(POpMaMoHHON 6e30nacHOCTU. TpeboBaHMsD».

14 TOCT P 50922-2006 «3amuTa uapopmanuu. OCHOBHbIE TEPMUHBI HOTIPEICIICHUS.

15 TOCT P 51275-2006 «3amura uHpopmanuu. OOvexT uHpopMaTH3anuu. PakToOpBhI,
BO3/IeHiCcTBYIONIME HAa HHPopMaLuto. O0Iue NoJI0KEHUD.

16 TOCT P UCO/MBK TO 13335-5-2006 «WubopmammionHass TEeXHOJOTUS. MeToIbI
U cpencTBa obecriedeHus: OezomacHocTH. Yacth 5. PykoBOACTBO MO MEHEIKMEHTY 0€30MacHOCTH
CETH».
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17 TOCT P HCO/TO 13569-2007 «®DunHaHCOBBIE  yCcIyru.  PexomeHmanuu
10 HHPOPMAITMOHHOW 0€30TTaCHOCTH.

18 T'OCT P UCO/M3K 27005-2010 «MupopmMannonHas TeXHOJIOTHA. MeTo/bl U CpeicTBa
obecrieyeHns 6e30macHOCTH. MEeHEKMEHT prcka HH(POPMAIIMOHHOH 0€3011acHOCTIY.

19 T'OCT P UCO/M3K 27004-2021 «MudpopmanmronHas TeXHOJIOTHsI. MeTobl U CpecTBa
obecrieyennss OezomacHOCTH. MeHEMKMEHT HH()OPMAIMOHHONW 0e30macHOCTH. MOHUTOPHHT,
OIICHKA 3aIIHUIIICHHOCTH, aHAIN3 U OLICHUBAHHEY.

20 TOCT P 51897-2021 «MeHemKMeHT pucka. TepMUHBI i ONIPEICTICHHS.

21 TOCT P 52069.0-2013 «3ammura wuapopmanmu. Cucrema craHgaptoB. OCHOBHBIE
TIOJIOKEHHUSI.

22 Konuenmus MH(POPMALMOHHOM 0e30macHOCTH WCTIOJTHUTEIBHBIX OpraHoB
rocynapcrBenHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.
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